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Abstract
This qualitative case study was conducted to understand the experiences of ten faculty
participants at a private, not-for-profit, 4-year degree-granting, high research institution located
in the Northeast United States, who needed to change from in-person instruction to remote
teaching due to COVID-19 during Spring 2020, as they prepared to protect student privacy while
teaching online. In addition, this study sought to better understand how faculty were protecting
and sharing student data, PII, and other personal information during that time. Data for this study
was collected through semi-structured interviews. Narrative methods informed my choice of
interviewing because this method provided a vehicle for me to gather stories and rich
descriptions that cannot be gathered through a survey. Using such an approach, I was able to use
the guided questions to see how faculty were prepared, if at all, to change from teaching inperson to teaching online and if this transition may have played a role as it relates to FERPA.
Using a two-stage coding method process, I analyzed the data, summarized each interview into a
narrative, and depicted the experiences and challenges shared by the participants.
I highlight the findings of the study and discuss how these findings support the three
Research Questions, and how the findings of this study provide a greater understanding of the
faculty experience during Spring 2020, revealing the importance of improving future literature.
The following themes emerged from this study: (a) control, (b) preparation, (c) time, (d) best
practices, (e) yearning for more, (d) survival, and (e) instinct.

Keywords: faculty, FERPA, COVID-19, pandemic, online teaching, instruction
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Chapter I
Introduction

The Family Educational Rights and Privacy Act of 1974 (FERPA) (Elliott et al., n.d.),
was designed to protect the student’s right to privacy related to their education records and offer
more control in the disclosure of those records to any third parties (Weeks, 2001). Defining the
rights of stakeholders, FERPA regulates institutions in terms of handling student records, student
data, and student information sharing (Baker, 2009). Prior to FERPA legislation, there were
minimal policies and training addressing student records and the handling of such records.
Institutions of higher education had considerable autonomy to manage student records as there
was no central office or department regulating requests or protecting student privacy (Stone,
n.d.). Today, FERPA law applies to all higher education institutions receiving federal funding
under any program governed by the Secretary of Education and is regulated by the United States
Department of Education Family Policy Compliance Office (FPCO) (United States Department
of Education, 2020).
The FPCO distributes funding for educational programs and regulates the requirements
under FERPA. However, under the guidance of the law, enforcement, and compliance with
FERPA are left to the discretion of each individual institution. Because no formal guidelines
regulating student records have been established at the state or local level (Kaplan and Lee,
1997), most institutions carry their own institutional philosophy. University policies regarding
student privacy differ from institution to institution and each institution’s administration is left to
its own FERPA judgment (Payton & Claypoole, 2014). As institutions of higher education offer
discretionary authority to their school administrators and faculty members regarding the
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safeguarding of student records, compliance with FERPA becomes complicated. The vague
language within the law’s regulations and the lack of FERPA knowledge among faculty and staff
impact the disclosure of student information without the student’s consent (Hughes, 2000).
While most institutions do not require mandatory training or re-training (Hughes, 2000), this lack
of training may result in a violation of a student’s privacy by inappropriate sharing of personal
identifiable information (PII).
Focusing on institutions of higher education, a student’s right to information privacy is
important because of the harmful impact any inappropriate disclosure may have on the learner,
especially in the classroom. Even well-intentioned faculty and instructors violate FERPA due to
misunderstanding and lack of knowledge. This issue is further complicated for faculty who are
teaching online. According to Varvel (2007), many instructors report that they are unprepared to
teach online. Even faculty teaching regularly scheduled online courses are more prepared and
have more experience with teaching in-person (Allen & Seaman, 2006). For decades, academics
have pointed out that faculty have been “ill-prepared to teach with technology” (Foulger et al.,
2017, p. 418). However, as the COVID-19 pandemic rushed faculty into an e-Learning or online
teaching model during the Spring 2020 academic term (O’Keefe et al., 2020), faculty faced
challenges such as protecting student privacy in the transition process. As faculty transition into
these potentially foreign roles, the concept of FERPA, the actual intent of the law, or what
information may be released remains unfamiliar (Lackey, 2011).
Statement of the Problem
With changes in education and risk to student privacy protection over the years, Congress
has made amendments to the laws governing FERPA (Daggett, 2002). The shift to instruction
during the Spring 2020 semester because of COVID-19 brought to light the possible need to
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provide different types of training or more consistent training to address the differences between
protecting student information when teaching online versus teaching in person, especially for
faculty who may not have ever taught online before. Based on the changes over time and within
our society, guidance defining student privacy has been vague and faculty needed to be up to
date on its legislation. Yet, institutions provided limited guidance (Daggett, 2008) to
administrators, faculty, and staff on FERPA, and vaguely outlined their obligations to be
knowledgeable, trained, and prepared to follow the laws to protect students’ right to privacy
(Swanson, 2008).
Every university has its own culture, traditions, methods, strengths, and weaknesses
(Longhurst et al., 2020). Together, these elements create the environment where faculty must
develop their knowledge and receive training to better understand when they can disclose
protected information and by which methods without challenging FERPA. Since the enactment
of FERPA in 1974, there has been a limited number of studies dealing with FERPA training.
Lackey (2011), and Rinehart-Thomas (2009), recognized that less than a dozen studies published
address the knowledge levels of faculty in their comprehension of FERPA, the comprehension of
FERPA updates post-hire (Rinehart-Thomas, 2009), or understanding of FERPA application in
data sharing. Similarly, Parks (2017) examined existing literature surrounding FERPA and
adequate training procedures to increase awareness to protect private data and reduce the risk of
violating federal laws, thereby concluding that understanding FERPA is complicated. There is a
need for further research on the preparation of faculty to protect student information while
teaching online.
Due to the rapid shift in the educational landscape from primarily in-person instruction to
primarily online instruction, faculty of higher education institutions are at an increased risk of
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violating student privacy (Allen & Seaman, 2004) and thus, require additional training. The
change during the COVID-19 outbreak exposed a significant variation in educators’ readiness to
use technology to protect student data at a distance. It is critical to develop teaching
competencies that are needed so that they are prepared to protect data while teaching in different
formats, settings, and situations (Graham, Borup, Pulham & Larsen, 2019). The lack of guidance
in FERPA’s regulations, lack of explanation about what initiates the emergency exception, and
the proper disclosure of student information during remote instruction can contribute to increased
challenges and confusion for faculty and administrators (Swanson, 2008). Prior studies, such as
the study conducted by Maycunich (2002) to determine faculty knowledge levels and
organizational practices with FERPA of 390 faculty members at three land grant institutions,
found that almost half of responding faculty members were not familiar with FERPA.
Additionally, faculty members reported receiving FERPA information from multiple sources but
none of them significantly impacted their knowledge of the law. A study by Cantrell (2016)
focused on improving faculty and staff knowledge as it relates to FERPA showed data about the
usefulness of an online FERPA training program. It emphasized FERPA training procedures for
faculty at higher education institutions as well as FERPA policy in general related to FERPA
practices and training in faculty. This study found that the majority of faculty and staff received
no formal campus-wide training related to FERPA regulations. Findings from Turner-Dickerson
(1997) identified faculty were less informed about FERPA legislation and application than were
administrators and staff. Gaps exist in the literature, demonstrating the need for future research to
delve further into the effectiveness of training on FERPA for faculty teaching online, challenges
faculty face adhering to FERPA when teaching online in comparison to in-person, and a better
understanding of how FERPA plays out within online education. Nevertheless, there is a lack of
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research on how faculty was trained in preparation of protecting FERPA while transitioning from
in-person to teaching online. There is also a lack of understanding on how trainings may or
should differ for faculty teaching in-person compared to those teaching remotely, potentially
demonstrating the need for more training or re-training.
Purpose of the Study
The purpose of this study is to contribute to the knowledge of Faculty, FERPA, and
COVID-19 through understanding the experiences, successes, and challenges faced in protecting
student data, PII, and other personal information of faculty at post-secondary institutions who
needed to change from in-person instruction to remote teaching due to COVID-19 during Spring
2020. This study also aims to understand how knowledgeable faculty was on FERPA policies
and how prepared they perceived they were to protect student information. Utilizing a qualitative
research approach allows us to develop a more robust understanding of faculty experiences, and
challenges faculty face adhering to FERPA policies while now teaching remotely. This
methodology is appropriate to gather data about faculty teaching online after rapidly changing
from in-person instruction during COVID-19 and protecting student information, which is
missing from previous research.
Given the gaps that exist in the literature and the limited number of studies dealing with
FERPA training for faculty in protecting student data, specifically, transitioning conventional
instruction to online in a rapid period during a pandemic, this study will contribute to the existing
literature by answering the following research questions:
•

How do faculty perceive they protect students’ information as it relates to FERPA while
teaching remotely compared to teaching in person?
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•

What experiences, if any, do faculty draw upon to inform their practices when protecting
student privacy and information when teaching remote?

•

What needs, if any, do faculty have related to better-protecting student information when
teaching remotely?

Significance of the Study

The COVID-19 outbreak during the Spring 2020 semester created an unprecedented
chance to examine the experiences of faculty members in their teaching role transitioning from
in-person to online instruction and how they perceived they could protect FERPA while
following institutional mandates to move courses to online instruction. For these faculty
members, this rapid transition to the eLearning environment likely contributed to their inability
to protect student data while shifting course materials. This study is significant because it
contributes to the literature about faculty that transitioned from in-person instruction to online
instruction while protecting student data. The rapid transition during the pandemic demonstrated
what faculty knew and were prepared to address while protecting student information. As we are
moving to a new normal, experience demonstrates the need to have faculty more competent to
protect PII. By identifying successful strategies, institutions will be able to use the information
collected in the research study to improve their online training and be more knowledgeable while
protecting student data. Should another emergency arise, there should be no doubt about what
faculty should know and do to protect FERPA during the new hybrid model of education.
The outcome of this study will inform faculty of best practices for protecting student data
and will also highlight a characteristic of protecting student data while teaching online versus
teaching in person. Failure to effectively protect student data is risky. With the implementation
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of FERPA, the government recognized the value of ensuring that student information was
protected. Unprotected information can lead to challenges and harm to the student posteducation. Similarly, to protecting student health records, educational records are no different.
Protecting student data is the first step to ensuring that personal identifiable information (PII) is
protected while pursuing an education. The wrong information in the wrong hands can lead to
undue hardship in future endeavors, employment, and even influence perception in the
educational arena. Hence, faculty need to review how they are protecting this data and being
trained. Implementing these strategies is important to strengthen faculty understanding of
protecting student information.
Organization of the Dissertation
The following chapter will review the relevant literature about FERPA privacy, background,
protection of student data, FERPA laws, amendments, institutional regulations, faculty, online
teaching, and training, concluding with a discussion about FERPA and COVID-19. The third
chapter discusses the methods and design for the narrative study aimed at understanding how
faculty, who briskly switched from in-person instruction to remote instruction in the Spring 2020
semester due to COVID-19, and if at all, they protected student data under FERPA. The fourth
chapter illustrates the results of the study, creating a narrative of the participants’ interviews. The
final chapter concludes with a discussion explaining the implication for research as a result of the
study findings.
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Chapter II
Literature Review

Privacy is a highly valued right given to each citizen. Privacy is hard to define as it
differs from person to person and its meaning is interpreted on an individual level (Macklin,
2000). According to Scott-Hayward et al., (2015), the expectation of privacy, or the right to
privacy, is freedom from intrusion. Focusing on institutions of higher education, a student’s right
to information privacy is important because of the harmful impact any inappropriate disclosure
may have. However, a student has little control related to their expectation of privacy, including
the protection of their academic record from being viewed without their knowledge and consent
(Davis, 2001).
The need for adequate safeguards to protect student data in the context of education led to
the passing of a federal law, The Family Educational Rights and Privacy Act of 1974 (FERPA),
which protects student information (Elliott et al., n.d.). Named after Senator James Buckley of
New York, also referred to as the Buckley Amendment (Weeks, 2001), this law replaced the
former General Education Provision Act (GEPA), formerly known as the Protection of the
Rights and Privacy of Parents and Students (Daggett, n.d.). FERPA attempted to standardize the
rights of individuals and educational institutions in terms of privacy when handling records and
student information (Daggett, n.d.).
Although the pandemic has extended beyond the Spring 2020 academic term, the impact
of COVID-19 contributed to the need for many higher education institutions to rapidly adapt
from in-person instruction to primarily remote instruction. Given this shift in the educational
landscape, faculty of higher education institutions are at an increased risk and challenged with
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more student privacy protection during online instruction (Allen & Seaman, 2004). As found in
their study, Allen & Seaman (2004) identified the increased risk is caused mostly because 1.
Faculty receive limited or no training about FERPA, 2. Faculty training was limited during this
rapid transition, and 3. This combination likely led to circumstances that could put student data
at risk. Similarly, a study by Trust & Whalen (2020) found that between April 4 and May 10,
2020, this global pandemic exposed a significant gap in teacher preparation and training for
emergency remote teaching. This may have impacted protecting student data during online
instruction. However, there is a lack of research on faculty experiences in protecting FERPA
while transitioning from in-person to teaching online, which has implications for training.
Furthermore, there is a need for further research on understanding faculty preparation and
experience protecting student data during the shift of instruction method and recommendations
for training.
This literature review demonstrates the need to understand and review FERPA practices,
procedures, and training further as it relates to faculty teaching online while protecting student
data, specifically after the instructional changes due to COVID-19. This review provides a
background to student privacy rights, FERPA, and describes how FERPA is implemented in
higher education. Then, literature is presented on faculty culture surrounding FERPA and
examines the role of training for this population. The review concludes by demonstrating the
importance of FERPA training in online education, especially for faculty who traditionally teach
in person. As the higher education landscape continues to progress and adapt as a result of the
aforementioned instructional changes, the need for long-term and sustainable FERPA training
and faculty preparedness protecting student data given the adjustment to instruction is warranted.
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Background of FERPA
During the first part of the 19th Century, the United States Supreme Court explored the
principles of an individual’s right to privacy. Macklin (2000) discusses the 1923 case, Meyer v.
Nebraska, that sparked a debate when all school subjects were required to be taught in English,
banning teaching in the school in any other language than English. Commonly known as the
Simon Act, (Bernstein, n.d.), it forbade the teaching of a foreign language to school children in
any public, private, parochial, or denominational school system in Nebraska (Capozzola, 2008).
By imposing restrictions on schools in their use and instruction in a foreign language, for the first
time, the Supreme Court hinted that prohibiting teaching a foreign language or in a foreign
language (Macklin, 2000) infringed on the Fourteenth Amendment and the Court ruled that this
act was unconstitutional, infringing on student privacy. The Act violated the Fourteenth
Amendment’s due process clause (Finkelman, 1996) in restricting a person’s right to liberty.
This law was passed during World War I, as a result of a period of amplified anti-German
emotion in the U.S. Therefore, the Court held that individual rights protected by the Fourteenth
Amendment applied to people speaking a foreign language and violating this right as it related to
education in foreign language was unconstitutional (Ross, 1994). Although this case dealt with
Meyer’s right to teach German and a parent’s right to have their child learn a foreign language,
this case was later used as a precedent for individual privacy rights cases. Additionally, this case
was a revolutionary decision during the mid-1920s that pioneered the protection of individual
freedom by changing state laws designed to limit or even abolish private and parochial schools
(Ross, 1994). The article on the right to individual privacy written by Warren and Brandeis
(1890) was a very influential piece on individual privacy rights protection. It influenced the onset
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of the right to privacy laws safeguarding individuals against government intrusions into the right
to privacy of ordinary citizens (Barron, 1979).
Years later, the Court recognized privacy theory, or the notion to view privacy without
intrusion or interference or control over restricting access to one’s personal information (Glenn,
2007), again by overturning an Oregon law requiring all children attending school up to the
eighth grade to complete public school (Glenn, 2007) and again set a precedent for an
individual’s right to privacy. Focusing on protections of the First, Fourth and Fourteenth
Amendments, Macklin (2000) describes how the courts continued to uphold laws that protect the
rights of its citizens in their constitutional right to privacy from government interference.
Subsequent court cases such as Public Utilities Commission of the District of Columbia v. Pollak
(1952), where the Supreme Court determined that individual liberty interest, including freedom
of speech and privacy, (Macklin, 2000) did not violate the First or Fifth Amendments of the U.S.
Constitution by broadcasting radio programs and commercials on government-owned public
transportation. Griswold v. Connecticut (1965) noted that the Bill of Rights creates areas of
privacy offering citizens protection from governmental intrusions. This case was significant
because the United States Supreme Court issued a landmark decision that married couples had a
right to privacy that cannot be infringed upon by state law. These cases were cited by courts and
scholars for their dissenting and majority opinions on privacy rights and played a vital role in
privacy cases (Macklin, 2000) while setting the precedent for upholding student privacy as a
constitutional right and the development of FERPA legislation.
Dating back to the 1820s, elementary and secondary schools in New England began
keeping logs of enrollment and attendance to track the efficiency of their students. However, the
advancement of school faculty and personnel along with the development of modern technology
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in digital communication opened the door to an increased amount of inappropriate behavior by
various local, state, and federal agencies, never realizing that this data had the potential to intrude
into the private lives of those same students it was intended to protect (Stone, n.d.). Most of the
concerns over privacy in education are rampant regarding the protection of student data, such as
educational records, directory information, and other personal identifiable information (PII), both
inside and outside of the traditional classroom setting. Before the 1960s, there were minimal
policies and training addressing student records and the handling of such records. Before the
appearance of FERPA, educational institutions had considerable autonomy to manage student
records. There was no central office or department regulating requests or protecting student
privacy. There was no central office or department regulating requests or protecting student
privacy. In Montgomery County, Pennsylvania, Carey (1974) illustrated that surveys asking
personal questions about student drug use were mandated by school officials and these
documents were then readily available to the police and attorneys investigating crimes. Often
falsified or exaggerated by its author, Thelin (2011), suggests these vulnerable records could be
retrieved by anyone without knowledge or consent of the parent or student and used against the
student in their present and future. Psychiatric, medical, academic, and personal information in
student files were shared by administrators and faculty without any regard for protecting student
data (Stone, n.d.).
Concern among parents and students began to grow as the government collected data on
Civil Rights activists and protesters during the Vietnam era (A Brief History of the Student
Record, n.d.). Such information in student files was shared by administrators and faculty with
unseen callers, undisclosed parties, military organizations, government agencies, and even
employers due to the lack of policy or training on the protection of student data (Stone, n.d.).
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With the growing amount of parental and public concern over how secondary education
institutions were mishandling student records, Congress looked deeper into the misuse of these
records because many student privacy violations warranted legislation.
Attention to protecting privacy in education began to increase as parental requests for
academic records of their children increased during the 1960s. Parents as a generation became
more educated and involved in politics and policymaking (Daniel et al., 2001). In higher
education, stakeholders formed a perspective that individuals were susceptible to having their
information breached. Parents gained an awareness that their children were experiencing
problems involving educational breaches, such as the disclosure of private information to thirdparty sources about individual privacy (Sells, 2002). Students and their parents raised greater
concern given the amount of accessibility outside authorities had to student information while
their own access was limited (Baker, 2005). Using a sample of 54 schools, Nancy Bordier’s and
David Goslins’ survey found that more than half of the schools surveyed denied access to parents
when requesting student records (Wheeler, 1970). Additionally, Wheeler (1970) illustrated that
this survey showed that almost all of the schools surveyed were willing to provide access to
outside authorities such as the FBI or CIA, releasing the contents of the education records with
little or no regard for its effects on the students. These concerns, in addition to the increased legal
action and the need for standardized guidelines in higher education, resulted in Congress passing
new legislation in 1974, the Family Education Rights and Privacy Act (FERPA). This new
legislation was created to standardize and define the rights of stakeholders such as parents and
students and institutions in terms of handling student records, student data, and student
information sharing (Baker, 2009).
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FERPA Law
The FERPA was signed into law in 1974 by President Gerald Ford (U.S. Department of
Education, 2011). This federal law identifies the basic rights of students as follows:
1. To be informed about their educational records;
2. To be permitted to inspect their records;
3. To request amendments to their records;
4. To challenge the accuracy of their records;
5. To prevent unauthorized disclosure of their records; and
6. To waive any of these rights in writing (Cleveland State University, n.d.).
Education records protected under FERPA are defined as records, files, or documents containing
information directly relating to a student and maintained by an institution (Legislative History of
Major FERPA Provisions, 2005). Over time, these records have come to include electronic
documents and other media which may include personal identifiable information (PII) about a
student (Cleveland State University, n.d.).
Under FERPA, any records which include a student’s PII cannot be disclosed without
following FERPA regulations. PII includes, but is not limited to, student name, family member’s
information, social security number, personal characteristics, or any information that may
identify the student (JR et al., 1974). Grades, enrollment records, transcripts, details about
family, ethnic background, socioeconomic background, or criminal history are also part of PII (A
Brief History of the Student Record, n.d.) and may not be disclosed without written consent.
Other records considered public information, like directory information or those that would not
be deemed harmful if disclosed, may be released without a student’s written consent. However,
under FERPA, a student may request that this information be considered confidential and treated
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like PII (Talarczyk, n.d.). A University Registrar’s guide defines its school official as an
employee of the University in an administrative, supervisory, academic, research, or support staff
role, including members of law enforcement or health and safety staff (University, 2019) and,
therefore, a faculty member with a legitimate interest to review an education record may do so.
Furthermore, FERPA defines a legitimate interest as a school official needing to review an
education record in order to fulfill their professional responsibility or those who need PII to
perform their duties in an official capacity (Backes, 2006) and may access education records
without the written consent of a student. Backes (2006) explains that, because the law does not
specify who these persons are or stipulate determining the limits of a legitimate educational
interest, faculty may have access to these records.
FERPA rights of protection of education records and PII apply to students who attend K12 educational institutions and institutions of higher education. In K-12 school systems, Macklin
(2000) explains that FERPA grants parents permission to view their child's education records,
the limited ability to make changes to the record, and certain control over the disclosure of
information from those records. When a student reaches the age of eighteen or enrolls in a postsecondary institution, these parental rights transfer to the student directly (Macklin, 2000).
Although parental rights under FERPA terminate at age eighteen, Backes (2006), illustrates
several ways in which parents can access the child’s record after they turn 18. First, a student can
sign written consent authorizing parents’ access to their records; second, parents can subpoena
their child’s records through a court order; and third, a parent may establish that the student is a
dependent by showing their most recent income tax return to the institution.
The FERPA law is applicable to all higher education institutions receiving federal
funding under any program governed by the Secretary of Education and is regulated by the
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United States Department of Education Family Policy Compliance Office (FPCO) (United States
Department of Education, 2020). Under the guidance of this law, all colleges and universities are
required under FERPA to provide enrolled students with annual notification of their rights under
FERPA (Cantrell, 2016). This disclosure aims to protect students and institutions alike, as
violations of FERPA regulations may be devastating to an institution. Legal action, civil
lawsuits, and loss of federal funding are some examples of sanctions for institutions that are
reported to the FPCO for alleged violations of FERPA. A study by Daggett (1997) indicated that
receiving financial penalties for violations of FERPA might encourage institutional compliance.
FERPA Amendments
Not long after the Watergate scandal and the resignation of President Nixon, a great
distrust of the government began. Stakeholders were looking for transparency from government
officials, especially regarding their right to individual privacy (Weeks, 2001). The educational
community voiced concerns to the government about the possible implications of the law on
institutions of higher education. With changes in lifestyles and education, Congress has made
amendments to the laws governing FERPA over the years. Other changes in FERPA law were
necessary because of changing laws for educational institutions, while other changes continued
because of FERPA interaction with Federal laws (Daggett, 2002). Overall, the broad purpose of
FERPA as written in the joint statement has not changed in its definition and purpose. However,
with changes over time and within our society, amendments to the policy and defining student
privacy have evolved.
With Congress making amendments to FERPA, faculty needed to be up-to-date on its
legislation. Beginning with the Buckley/Pell Amendment of 1974, each modification affected
how records could be released by members of the institution. Without context and training in
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how this modification affects protection of student data, faculty are unable to apply the law to
their daily interactions with students and implement the changes based on differentiating in
situations dealing with personal privacy to protection of safety on campus. For example, the
passage of the Campus Security Act in 1990 was the start of a shift in policy from personal
privacy to campus safety and security (Sloan et al., 1997). Also known as the Clery Act and the
amendment to include the Campus Fire Safety Right-to-Know Act signed into law in 2008
(Hlavac et al., 2015), these amendments required that colleges and universities provide warnings
of crimes or situations that may cause a threat to the campus community, publish annual security
reports, fire reports, and distribute these to all students, faculty, and employees. These
amendments, along with additional amendments, such as Improving America’s School Act of
1994, Higher Education Act of 1998, Patriot Act of 2001, No Child Left Behind Act of 2001,
and the Campus Sex Crimes Prevention Act of 2002, provided limited guidance to
administrators, faculty, and staff on FERPA and vaguely outlined their obligations as employees
of the institution to be knowledgeable, trained and how to follow the laws to protect students’
right to privacy (Daggett, 2008).
According to U.S. Department of Education (2014), exceptions under each amendment
also exist. For example, the 2008 exception under non-disclosure requirements of FERPA
(Hlavac et al., 2015), were established allowing institutions leeway when disclosing educational
records in connection with certain health and safety emergencies. The original language within
FERPA encompassed a clause that permits an institution to release a student’s information to law
enforcement if the security or welfare of that student was threatened (Rosenzweig, 2004).
However, prompted by the response to the 2007 Virginia Tech tragedy, significant changes were
made to the FERPA regulations. A new FERPA exception was implemented that outlined

25
changes to include a clause that permits the release of a student’s information if it will safeguard
the health and safety of others (Rozenzweieg, 2004). However, the scarcity of direction in
FERPA’s regulations, the absence in describing what drives the emergency exception, and
appropriate information sharing during online instruction is the major reason why institutional
staff and faculty are confused about proper FERPA disclosure (Swanson, 2008). The unclear
language of the FERPA law adds complications for faculty when faced with understanding,
interpreting, and enforcing FERPA in conjunction with other state and/or federal laws (Daggett,
1997). Clearly, FERPA is an important protection created by the federal government to protect
student privacy, but the act itself and its exceptions is ever-changing. With consistency in
compliance and training for faculty lacking, a need to understand the preparation of faculty to
protect student data, specifically through changing modes of instruction, is important.
The Department of Health and Human Services, the Department of Education, and the
Attorney General surveyed college campuses across the United States and found that differing
interpretations about state and federal privacy laws and amendments to the FERPA Act delay the
ability of faculty, administrators and institutions to share information appropriately (Payton &
Claypoole, 2014). Since May 2014, there have been several bills introduced to the Senate
(FERPA Primer: The Basics and Beyond, n.d.) identifying the need to modify FERPA and its
handling of student data. The bills, not yet passed, propose a penalty specifically restricting
federal money allocated to schools that do not have information security policies and procedures
in place to institutions for non-compliance in the protection of student privacy.
Since its enaction in 1974, the issue of FERPA enforcement has always been in existence.
The most important thing for faculty to understand about FERPA is what information it protects.
However, with the amendments Congress has made to FERPA, consistency, compliance, and
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training are missing. Implementation of these amendments to existing FERPA laws requires
institutions to monitor changes in regulations, guide faculty’s understanding of FERPA, and stay
current on training and faculty development.
Institutional FERPA Regulations

Despite the impact FERPA has made on institutions, no formal guidelines regulating
student records have been established at the state or local level. Although not necessary under
FERPA, without such guidelines, the discretionary authority given to school administrators
regarding safeguarding student records and the disclosure of student privacy without the
student’s consent continues. There are no localized accountability systems for FERPA, but the
regulation of FERPA, the faculty’s understanding of FERPA, and training are important.
Prior to the passage of FERPA, most student privacy concerns were at the elementary
school level and privacy concerns regarding student records at the university level were not as
widely reported (Kaplin & Lee, 1997), but there were concerns about the way the federal
government was regulating higher education.
At the state level, commissions are sometimes established, tasked with coordinating
interaction among institutions of higher education with other state and federal government laws
(Hughes, 2000) because the federal government influences education by allocating funding to
districts that follow federal guidelines, thereby providing consistency. Although states organize
and govern their own systems of higher education, the organization of the system of higher
education is similar in most states because it incorporates post-secondary institutions, such as
universities, state and community colleges, and private institutions. Each with its own purpose,
structure, and governance (Kaplin and Lee, 1997), the institution employs trustees, regents, or
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governors responsible for the implementation of federal laws, including FERPA, and dictating to
their institutions’ registrars and legal counsels the guidelines to follow under FERPA. Bernstein
(2007) discusses an incident at Massachusetts Institute of Technology (MIT) regarding a parent
who was requesting information about their missing son. MIT had a restrictive institutional
policy and refused to consider a missing person status as part of its health and safety emergency
even though the parent claimed the student as a dependent on their tax returns. On the contrary,
Bernstein (2007) points out that the University of Tampa will disclose information if the student
is claimed as a dependent. This relates to FERPA because each administration is left to its own
FERPA judgement (Payton & Claypoole, 2014). The restrictive institutional policy at MIT and
the institution’s hesitance to share information with a parent concerned over her son’s health and
safety resulted in his suicide (Bernstein, 2007). The interpretation of FERPA requirements that
institutions make often leave the academic community with a lack of standardization in its own
guidelines causing confusion, frustration, and subsequently a violation of the FERPA laws
(Chute & Swain, 2004).
In one study, based on cases from school districts throughout the country, Fischer et al.
(2007) found that schools were initially slow to comply with the FERPA regulations because the
guidelines were not published in a timely fashion. Exceptions under FERPA permit broader
disclosure and are discretional across institutions. Yet, the lack of training and fear of litigation
often results in administrators struggling to weigh the value of notification against the breach of
confidentiality. (McDonald, 2008) cites the case of Gonzaga University vs. Doe in which the
Supreme Court ruled that students cannot sue a university even if the representative violated
FERPA guidelines, illustrating that FERPA is flexible and can be forgiving (McDonald, 2008).
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This case displays the protections institutions have for legitimate disclosure, without fear of
being sued.
FERPA’s only guidance for a public institution that cannot comply with FERPA because
of a conflicting state law is that the institution is required to report the conflict to the FPCO
(Daggett, 2008). Although the Office has the power to terminate a university’s federal funding
(McDonald, 2008), there has never been an act of termination. A dissertation study by Werosh
(2013), found data that identified whether intentional or not, violations of FERPA, due to the
lack of federally sponsored programs in training, make comprehension and compliance to
everchanging laws and regulations very challenging for faculty. To complicate matters more,
public institutions within states that have broad public record laws face increased challenges in
determining the release of record requests via FERPA requirements, thereby creating a
significant challenge for institutions (Stone, n.d.). Where private institutions are concerned,
because they receive federal funding, they are also subject to adhere to the FERPA law. Many
institutions continue to struggle with determining the difference between school disciplinary
records and educational records within the Act’s meaning. In a study of FERPA training
practices conducted by Rainsberger (2016), several institutions were sampled, and he found that
the term “education record” was often misused in FERPA online tutorials or training used by the
Registrar and Learning and Development team to educate faculty and staff about data handling
responsibilities, administered by the Registrar. He reported 50% of the tutorials viewed used the
proper term, 40% used the improper term, and 10% used both terms interchangeably
(Rainsberger, 2016).
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Faculty & FERPA

Because each university is unique with its own culture and traditions (Longhurst et al.,
(2020), every university has its own procedures, styles, and practices. These factors contribute to
the creation of an environment where faculty must understand the power they have in their hands
because of their access to student data, and to better comprehend when it is appropriate to share
protected information without violating FERPA. The reason why some faculty never break
privacy protocol for security in higher education may be psychological, sociological,
institutional, or even economical stemming from their overall knowledge of the policies.
Research exploring the reasons for factors to improve the understanding of when and how to
electronically disclose protected personal information about the student is minimal.
According to D’arcy et al., (2008), policy and regulation implementation on data security
and privacy are vital. Difficulties for faculty to understand and adapt to protecting student data
most often begin with the institution’s lack of training faculty on their role related to FERPA.
There is a premise that different institutions interpret FERPA differently due to institutional
culture. “Culture is how people interpret reality; therefore, a college or university’s FERPA
culture is the FERPA reality experienced, understood, and practiced at that particular campus”
(Bergquist and Pawlak, 2008, p.41). The authors identify several cultures that have different
impacts within different institutions. Because the faculty have different teaching styles, their
reactions to dealing with disclosure electronically in a FERPA related event differs. As
mentioned earlier, faculty are not restricted in their access to students’ education records if their
need is for a legitimate educational interest. For example, in institutional culture, the academic
freedom of faculty is highly regarded. Therefore, these faculty members are more confident than
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other faculty at the institution and more likely to make decisions more freely. However, in a
managerial culture, faculty are often advised by administrators. Therefore, these faculty members
are less confident and less likely to make decisions freely (Bergquist and Pawlak, 2008). The
different culture within institutions has a direct effect on how faculty behave and think, thereby
directly affecting their electronic sharing of student data and the nature of training.
A study by Frass et al., (2017) of three institutions found that, in the first private nonprofit institution, online and on-campus programs for faculty development instructors were
required to complete an online learning course about teaching online, the ZOOM platform and
Learning Management System (LMS). At the conclusion, instructors must demonstrate their
knowledge. The second institution, a for-profit private college, required instructors to complete a
four-week in-house teaching course administered online and were also introduced to LMS but
received no mentoring, practice teaching, or requirement for demonstrating their knowledge. The
third institution, a large public research university, had no official training or process for online
teaching. This institution did not require familiarity with LMS but offered library and blackboard
support multiple times throughout the semester. In the fourth institution, a large public research
university, there was no required on-board training, no system-wide process to teach online, and
most faculty had previous experience with LMS. The faculty were supported with a series of
webinars and workshops. As demonstrated through this study, Frass et al., (2017) noted that, due
to differences in institutional culture, as faculty moved from institution to institution their
experience and cultural norms varied and may have become blurred.
As leaders, administrators expect to provide direction, rather than hold back training, yet
because of their own lack of training, FERPA restricts them in providing training and tools
faculty need to do their job. Maycunich (2002) surveyed 2,820 faculty at three land grant
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universities to determine their knowledge levels and organizational practices with FERPA. Her
study showed that 42% did not understand FERPA and 30% only had a minimal understanding
of FERPA. This study was very interesting because she found that faculty violated FERPA
frequently. Faculty posted grades identifying students by name and social security numbers,
discussed students with others that were not school officials, and often provided students with
feedback using listservs. In another study on faculty knowledge of FERPA, Jones (2004)
suggested that FERPA regulations can be interpreted in many ways due to FERPA law being
broad and specific to individual institutions. Both Jones (2004) and Maycunich (2002) stressed
the importance of regular training for faculty to prevent FERPA violations from occurring. In
their recommendations, FERPA training should be provided frequently to faculty through the
Registrar’s Office along with the Office of Human Resources. FERPA information should be
incorporated into the faculty handbook and training be made mandatory (Maycunich, 2002);
(Jones, 2004).
FERPA & Online Teaching

The complexity of FERPA laws and amendments makes it difficult to determine when
laws apply, how they affect students’ privacy rights, and how they impact the institution on an
institutional, state, and federal level. Although FERPA has been in effect for many years, the
proper application takes urgency, because the risks associated with improper training and
disclosure are significant. According to Ward (n.d.), the need for faculty to recognize and protect
student privacy while striking a balance between health and safety disclosure can be risky. Even
riskier is when the teaching is online because many educators are not prepared for this forum
(Roll, 2017).
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Over the last 20 years, online learning has been evolving as a method of learning and a
non-traditional way to deliver education to diverse learners. Lackey (2011) suggests that little
improvement to instruction and training needed by faculty to successfully teach online has
occurred. Her study is an expansion of a study conducted by Lewis (2007) on how institutions of
higher education are preparing their faculty to teach remotely. Lackey’s study suggests that
administrators still do not fully understand the time, commitment, and training online teaching
requires of faculty. She also commented on gaps in the quality of training offered to faculty as
they prepare to teach online. Since then, Lederman (2019) explains that despite showing a rise in
online training for faculty, the 2019 Gallop survey of faculty attitudes on technology shows that
instructors still feel improvement is needed.
Online education has quickly evolved and become a popular method for distance
learning, even if not fully voluntarily. (Greene and Marcham, 2019) explain that with the
unexpected transition to online teaching from face-to-face instruction, providing resources and
support in instructor training programs is necessary for the development of those courses.
Although some face-to-face techniques can be transferred to an online setting, the online
instruction is significantly different, presenting many challenges for faculty (Hardy & Bower,
2004).
When transitioning its faculty from face-to-face learning to distance learning,
administrators must be prepared to identify and help with challenges that exist in a new
instructional environment and to assist faculty in understanding and preparing to protect student
data during the transition because of how they consider student privacy will have implications
for training opportunities. Today, faculty teaching online are comprised mostly of faculty who
have experience teaching in a traditional setting. Allen and Seaman (2006) reported 72% of
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institutions in the south used their core faculty to teach courses online. In addition, findings of
the 2015-2016 academic year reported by Snyder et al., (2018) found 43.1% of undergraduates in
the United States took a course online. Supporting this data, O’Keefe et al. (2020) reported that
in 2016 69% of online enrollment was in public schools, 18% in private non-profit, and 13% in
private for-profit institutions. As the COVID-19 pandemic rushed educators into an e-Learning
world, for most the notion that almost every instructor will be teaching online seemed not only
unbelievable but impossible (O’Keefe et al., 2020), yet it happened. While the switch from
traditional teaching to online teaching (Allen and Seaman, 2006) may seem smooth, faculty,
while protecting student data, are still faced with challenges. Online education is a new concept
to most so adjusting to distance learning requires faculty to have preparation and knowledge to
teach online. Traditional face-to-face teaching replaced by online instruction requires faculty to
have technological skills and training on how to protect data while interfacing with technology
(Caviedes, 1998). Instruction is then delivered through the internet and faculty must use this
technology appropriately (Valentine, 2002) for it to be effective while safeguarding students’
educational records. In essence, (Chen and He, 2013) identify these risks as loss of
confidentiality, exposure of critical data, misuse of social media and online platforms, and
academic integrity issues, leaving students exposed to abuse and breaches in privacy.
Another challenge is the loss of personal contact between faculty and student. Bower
(2001) identified that some faculty felt no real communication with students in the online
environment. Zweig & Stafford (2016) connect with Bowers’ findings and recognized that the
faculty struggled to find, evaluate, and curate digital tools for teaching and communicating with
students at a distance. In a traditional setting (i.e., being in the same room at the same time),
faculty reported an ease to engage learners, form a connection, and be more aware and up-to-date
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on individual student needs. While in the online environment, sometimes cases exist where there
is a lack of social interaction based on the design and format of each course (Cuellar, 2002). This
lack of interaction may lead to a lack of competency in protecting confidentiality because of the
deficiency of direct contact between student and instructor (Levinson, 2005). This may become
an issue because students rely on their teachers for academic security, and may cause students to,
experience trauma (Burde et al., 2017) but when teachers are forced to depend on technology to
communicate, the dynamic to protect student data shifts in ways that are concerning. Adjusting
teaching styles is another challenge faculty face when transitioning from face-to-face instruction
to distance instruction. Transitioning modality of instruction requires preparation and training.
Faculty need training (Johnson et al., 2020) and support (Lorenzetti, 2002) not only in the
redesign of their traditional course to a web-based platform, but also in protecting the students’
data during this redesign and implementation.
Another aspect to consider related to FERPA training is regarding online or distance
education. Online instruction is very different from face-to-face instruction and presents
challenges (Johnson et al., 2020) without training (Varvel, 2007). As online teaching in higher
education continues to rise, faculty need to familiarize themselves with software and web
applications (Ahmed et al., 2020) to enhance learning, develop communication, and boost
engagement (Rodriguez, 2011).
Professors today have an increased obligation of providing students with privacy
regarding their personal identifiable information (PII). Recent advantages in technology have
dramatically changed the landscape of education but, because of the diversity and variety of
online educational services, there is no universal data protection. (Reidenberg and Schaub, 2018)
illustrate that, while faculty create user accounts or student profiles for online teaching programs,
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under the directory information exception (Macklin, 2000), more frequently this type of
disclosure actually contains PII and may be considered harmful and an invasion of privacy,
therefore, many instructors report that they are unprepared (Ahmed et al., 2020) for online
instruction (Wilson, 2001). As made evident during the shift in instruction method due to the
COVID-19 pandemic, faculty need training and support for a successful transition(Ahmed et al.,
2020) from classroom to virtual teaching (Taylor & McQuiggan, 2008). A study by Huett,
Moller and Young (2004) reported that only 60% of higher education institutions offered online
instruction training programs. Pankowski (2004) observed that often, these training programs
focus on technical aspects of online instruction and not enough emphasis is placed on other
training, such as FERPA. However, Lackey (2011) highlighted that strategies for faculty
teaching online should include both technical and pedagogical training. Further, Rainsberg
(2016) identified that the use of appropriate terminology in training is needed so faculty have a
better understanding of terms. This training is vital when providing faculty with the skills to be
successful in online teaching, hence, faculty adjusted to distance learning and informed on
FERPA application and protection are more likely to avoid a data breach.
According to Varvel (2007), many instructors report that they are unprepared to teach
online. An evaluation of the types of support faculty needed to be successful in remote teaching
by Rockwell et al. (2000) revealed that faculty felt instruction and support were needed on a
consistent and continual basis. Adjusting to distance learning, adapting instruction that is
normally provided in a traditional classroom setting and incorporating technology can be
problematic. Technology allows faculty to provide information for students but also opens the
door for faculty to have access to private student information such as grades, evaluations, and
notes from other courses and instructors in the students’ records. Data may also contain health-
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related information and a slew of other PII-protected information that would otherwise be
secured in a Registrar’s office and released only with a student’s signature. Aside from adjusting
teaching styles, faculty are more at risk for inappropriate information transfer. Training for
teaching at a distance requires a needs assessment to improve instruction. Lee’s (2001) study
used a web-based survey to identify the negative perception faculty had of its instructional
support. The study showed that the faculty’s lack of satisfaction with their own online teaching
was influenced by their negative perception of the programs offered to train them by their
institution. Lee (2001) also noted that institutions need to re-design their instruction to prepare
faculty to teach in distance learning. Likewise, Trust and Whalen’s (2020) study designed an
online survey that received 325 responses from K-12 educators between April 4 and May 10,
2020, providing recommendations for how to better prepare and support educators for teaching
remotely in times of need. Changes in technology (Cantrell, 2013) resulted in a need to update
the definition of directory information to include email and photos. An increase in social
networking applications like Facebook (Kaplan & Haenlein, 2010) allows students to make a lot
of personal information public (Cantrell, 2013). However, if an instructor posts a picture of their
student as part of their online roster revealing the identity without consent, this is ironically a
violation of FERPA.
To offer online instruction and support safely and securely, institutions must consider the
way faculty are trained. The National Center for Education Statistics (NCES) (1998) reported
that most current training programs for institutions of higher education focus on curriculum
development, teaching method, and technology knowledge. This is not an ideal program and
lacks training opportunities in areas of institutional policy and procedures, again, putting faculty
at risk for inappropriate FERPA breaches. Because of online education, student privacy and data
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are an explosive mix. Current e-Learning technologies play a big role in education (Zeide, 2017).
Changes to the educational landscape require adequate safeguards for privacy when dealing with
educational records. As mentioned previously, FERPA law narrowly defines educational records,
allowing metadata from user interaction (Reidenberg, 2018) and unprotected information
retrieved from the data under FERPA to be excluded. Faculty must take the initiative to ensure
compliance with FERPA guidelines.
Faculty & FERPA Training

As noted earlier, FERPA regulations remain the same for all parties, but the
interpretations vary amongst different levels and types of training across different institutions.
Some institutional regulations are very strict and follow federal law to the letter. Other
institutional regulations focus more on protecting themselves from litigation surrounding
disclosure, while others choose to adhere to local and state guidelines because they are easier to
understand and apply. Because the law does not specify requirements for implementation (Zeide,
2015), each institution has the discretion to develop its own policy and process to protect
FERPA. Many institutions do not opt for stringent protection of student privacy policies (Sells,
2002) because they do not fully understand the existing privacy laws and fear litigation.
Although Congress and the FPCO enforce FERPA and the courts narrowly interpret the meaning
of the FERPA enforcement (Daggett, 2002), most institutional regulations remain modest. The
lack of FERPA clarity regarding its provisions and requirements for schools to make a
reasonable effort to provide substantive guidance to faculty is troubling (Frank & Wagner, n.d.).
For this reason, it is important to understand how faculty are trained on FERPA regulations at
specific institutions and which methods are effective in their adherence to those regulations.
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Hatcher et al. (2011) identify training as an essential part of education. Since FERPA’s
passing, the need for training is on the rise. Faculty must be trained in the applicable laws and
receive guidance from their institution to comply with FERPA. Institutions of higher education
often begin the implementation of laws with their trustees or regents. Delegation trickles down to
governing boards, college presidents, and administrators, and finally places the enforcement of
training and compliance on FERPA in most institutions with the Registrar’s Office as the
university’s FERPA expert (Cantrell, n.d.-b). At most institutions, The Office of the Registrar, an
academic service unit, provides services and information to students, faculty, staff, and other
constituencies about FERPA (Pittinsky, 2019). Usually, Registrars are responsible for the safekeeping of academic records and credentials and for providing general FERPA information and
reviews, monitoring changes in the regulation of FERPA, as well as compliance (Backes, 2006).
Because colleges and universities have a big amount of discretion in interpreting the criteria and
providing sufficient communication about their policies to faculty, the rule of reason in training
(Weeks, 2001) or common sense should be applied.
Although other organizations within higher education encourage training in FERPA for
employees (Rainsberger, 2020), the American Association of Collegiate Registrars and
Admissions Officers (AACRAO) provides literature on best practices for Registrars to
standardize FERPA practices and training at their institutions. The AACRAO offers training
guides and FERPA-related materials to help higher education institutions ensure that academic
staff has access only to specific educational records in which faculty have a legitimate interest to
perform their job (Westman, 2005). In a survey conducted by the AACRAO of Online TeachingFERPA Training Practices (2016), 72% of institutions were found to require FERPA training for
new hires, including faculty working with student records, yet 33% of faculty at these institutions
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and others with access to student records that are offered training are not required to complete
FERPA refresher training on a regular or recurring basis. The survey also identified that, despite
in-person training being the most common format, almost 95% of respondents see value in an
online training course on FERPA (AACRAO, 2016). In a time when institutions moved to
remote and virtual learning during social distancing, the need to offer online FERPA training on
virtual access to student records and adherence to FERPA to protect student data is more
important than ever (FERPA Guidance on Remote Work and Privacy, n.d.).
Cantrell (2016), in her research on the effectiveness of an online FERPA training
program, highlighted some common FERPA training procedures for faculty at higher education
institutions. Cantrell (2016) developed a two-phase study incorporating a mixed quantitative and
qualitative design, where she identified common FERPA training procedures for faculty. This
study reviewed FERPA training across nine public four-year institutions. The first study found
that Registrars in West Virginia of the nine institutions all conduct FERPA training but agreed
there was no comprehensive FERPA training offered campus-wide. Phase two of the study
administered a pre-test, training materials, and a post-test. The results indicated that
comprehensive training improved post-test scores in Group one. In Group Two, the study
showed an increased score in post-test compared to the pre-test scores. Cantrell (2016)
summarized that, with FERPA training, comprehension of the FERPA law can be improved.
Due to evolving changes in FERPA and the overall expectation by institutions to protect
the privacy of a student’s educational record, faculty education and training in this forum are
crucial. Kaliher (2011) demonstrated that the language used in FERPA laws and regulations is so
complex that institutional compliance is challenging, noting the importance for faculty
understand their specific institution’s FERPA regulations. Attempting to determine their level of
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FERPA understanding and disclosure, Clay (2001) suggested that faculty need better training
materials to familiarize themselves with FERPA before accessing student records. Maycunich
(2002) also suggests that including FERPA information in the faculty handbook and offering
FERPA training via the Human Resources Office for faculty before onboarding may be
beneficial. However, given the institutional culture and lack of federal regulation on training, this
is not required at every higher educational institution. To ensure adequate protection of student
privacy rights, it is imperative that faculty members, at a minimum, receive FERPA orientation
and training upon hire and subsequently become updated as changes occur.
Unfortunately, due to the limited resources, costs, time, and training, Daggett (1997)
suggests that institutions determine who should be included and the best practices to implement
the training. Staff working within FERPA compliance need to know what information from a
student’s record may be disclosed and under what circumstances when developing privacy
protection procedures and FERPA training for its faculty. For example, in a health or safety
emergency, like the COVID-19 pandemic, the U.S. Department of Education (2020) notes that
an emergency requires an “articulable and significant threat”. Institutions may determine to
disclose PII without acquiring consent and disclose the information to a third party in connection
with an emergency on an individual case-by-case basis. FERPA requires that the health or safety
emergency provision be interpreted narrowly (White 2007, citing Daggett, 2002). For example,
following an incident where a freshman at the University of Georgia died from a drug and
alcohol overdose in January 2006, the University changed its narrow policy about non-disclosure
of student records where circumstances for health and safety permit release of PII by instituting
amnesty and encouraging individuals, such as faculty, to say something when and if they suspect
something, under the Clery Act and Fire and Safety Act (University of Georgia, 2020; Mirch,
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2006). This disclosure, however, is restricted for the period of the emergency (U.S. Department
of Education, 2020). Therefore, proper FERPA training is vital, even if institutions are protected
under the health and safety exception, as lack of training can increase the chance of inappropriate
release of PII during an emergency.
Because policies and interpretations of the FERPA law vary from institution to
institution, with changes over time, institutions must interpret the law and trickle down the
information to their faculty for compliance, especially as it relates to online instruction.
Since the enactment of FERPA in 1974, there has been a limited amount of research
conducted on FERPA training. Regarding FERPA training for faculty, the most relevant
literature was found relating to studies that were conducted by doctoral students for their
dissertations (Dwivedi et al., 2020). In one study, Wise (2011) reminds us that, although often
familiar to administrators and staff at higher education institutions, faculty may not be as
cognizant of FERPA laws. Because of their background in pedagogical work, their knowledge
of FERPA may contribute to challenges or confusion when following the guidelines of the
legislation. Their lack of understanding of the legal ramifications of FERPA, most often results
in violation of FERPA law without full comprehension. Wise (2011) further points out that,
while FERPA laws have been in effect for many years, their proper application has recently
taken on greater urgency in the educational setting. Misunderstanding of the guidelines,
institutional policies and practices, and consequences in properly observing this legislation may
result in consequences for the faculty members and institutions.
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FERPA & COVID-19

The COVID-19 pandemic affected the entire world, receiving national and international
news coverage. Intense debate amongst the higher educational institutions about gaps in the
system and the responsibility of college administrations to act, while enforcing privacy laws, are
at the forefront of many conversations today. Under the Threat of Health and Safety Exception,
despite FERPA requiring that records be held in a safe location by institutions of higher
education (Schmitt and Aronofsky, 2013), institutions must also take into consideration factors
affecting student health or safety to the extent information may be released in an emergency. For
example, SPPO (2020) released a notice titled FERPA & Coronavirus Disease COVID-19 under
which the health or safety emergency exception applies to institutions. This exception allows the
disclosure of PII without written consent to be made by the institution to a public health agency
if the disclosure is necessary to protect the health or safety of students or other individuals (U.S.
Department of Education 2020).
From the perspective of its faculty, as the use of technology increased and the resulting
rapid shift to remote instruction because it was the only option during the Spring 2020 academic
term due to COVID-19, education throughout the world changed. In response to the crisis, online
instruction has been implemented and proposed as a substitute to face-to-face instruction. Allen
& Seaman (2004) estimated that 2.35 million students participated in online learning during their
study. Fast forward to April 2020, the Center for Disease Control and Prevention (CDC) (2020)
issued guidelines to institutions of higher education to administer alternative teaching methods
shifting from in-person instruction to an online learning format. The CDC (2020) estimates that
22.3 million students are currently enrolled in online learning. A study reported by education
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data (2020) on online education statistics reported that new faculty and more experienced longterm faculty felt that additional training in developing interactions in online environments was
critical for their success and the success of their students.
A report issued by the National Center for Educational Statistics in 1997, based on the
study conducted by (Irani and Telg, 2002), found that 40% of higher education institutions
offering online courses expected instructors to teach without any type of training, which
ultimately led to a lack of preparation and knowledge. The failure to properly communicate
training through appropriate channels is one of the biggest challenges facing policies related to
student privacy and safety. When Senator James Buckley introduced the bill on the Senate floor
in 1974 there was no way he could have predicted that FERPA would become critical to the
debate about balance affecting training in sharing communication during a public health
emergency (C. Baker et al., 2020).
In their work, training in FERPA varies amongst faculty from institution to institution. As
faculty scrambled (Baker et al., 2020) to adjust to the rapid shift from in-person to online
instruction, their preparedness was limited. Given their background in education and not policy
administration, faculty may be less familiar with FERPA policies and procedures which, during a
time like COVID-19, increases the opportunity for inappropriate FERPA practices. The
academic subject matter, dialogs, and other communications may now easily be retrieved from
the internet. For these reasons, faculty must be aware of laws and updates to protect private
student information. (Rodriguez, 2011).
This uncertainty of FERPA legislation and the lack of proper training dealing with
protecting PII data while online has significant consequences for faculty members and the
institutions at which they work. Applying the incorrect law may violate federal law, and codes of
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ethics, and cause irreparable damage (Wise et al., 2011). The 2006 case involving Ohio
University (OU) is one example of inappropriate FERPA practice. Although not specifically
related to faculty this class action suit pointed out five data breaches, theft of 173,000 social
security numbers, and access by hackers to an unsecured alumni database (Culnan & Carlin,
2009). FERPA should not be open for interpretation in the electronic frontier. Releasing studentprotected information under the wrong circumstances may be a violation. FERPA laws are
complicated and therefore, proper and updated training is critical because compliance in this
situation is almost non-existent (Rights (OCR), 2008).
Now more than ever, when the traditional educational system seems as if it has collapsed
because of the COVID-19 pandemic across the globe, online teaching, virtual learning, and
distance education were the primary methods of delivering education during that time. This is
the time for institutions to rethink, reimagine, and redesign our educational system, specifically
with the training of our faculty. Informal education has been affected by a pedagogical shift from
face-to-face learning to that on Zoom, Teams, and e-Learning. In a swift response to the COVID19 crisis and its effect on education, teachers and students embraced the digital academic
experience (Lederman, 2020). However, the rapid change to remote instruction during the Spring
2020 semester due to COVID-19 caused an increased risk for inappropriate FERPA practices
(Shim & Lee, 2020) and a need to explore effective training methods for faculty, related to
FERPA that complements that change.
Conclusion

This literature review described the privacy rights associated with FERPA, historical
background, and an overview of legislation and complexity of regulations for institutions of
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higher education. Administrators and faculty have a responsibility to follow and adhere to the
FERPA laws, policies, and practices of the institution and should receive appropriate training.
The ambiguous language and implemented exceptions during times of concern makes
understanding the laws and implementation hard to enforce especially through online education.
Historically, U.S. Supreme Court cases have demonstrated the need for faculty to understand
FERPA, institutional FERPA regulations, and undergo training to best protect the individual
rights of students.
This literature review demonstrates the need for higher education institutions to consider
implementing standard FERPA training and instruction, tutorials, and programs for faculty,
while protecting student data, especially due to the rapid shift from face-to-face learning to
online instruction. A vital factor in the success of online education is training. Institutions can
offer a successful FERPA training by partnering with the AACRAO and the institutions’
Registrars to create and provide faculty development relating to the enforcement of FERPA in
online instruction. With limited classroom instruction, all faculty working with student records
and those with access need proper training, which should be required. Highlighting the
importance of FERPA training for all faculty who have access to student records through online
education, faculty should be aware of the implications inappropriate FERPA disclosure may
have on them individually as well as the institution. Faculty should be aware of FERPA rights of
students, FERPA compliance, directory, and non-directory information, and under what
conditions they can disclose PII. Faculty should also request supplemental formal and informal
training to enhance their FERPA knowledge.
Prior studies identified some knowledge of faculty and training and FERPA policy in
general related to FERPA practices and training, but this research deserves special attention
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because faculty had limited or no opportunity for training during the rapid shift to remote
education due to COVID-19. Gaps exist in the literature that demonstrate the need for future
research delving further into the effectiveness of online faculty training on FERPA, identifying
challenges faculty face from the switch of conventional training to online training related to
FERPA, and better understanding how FERPA plays out within online education while
protecting student privacy. As the COVID-19 pandemic progresses, the need for long-term and
sustainable online training for faculty on FERPA, given the adjustment to instruction, is
warranted. However, this training should be based on best practices that are grounded in
empirical research on faculty experiences, understanding of FERPA regulations, and specific
institutional culture related to FERPA.
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Chapter III
Methodology

Educators across the country and around the world scrambled to shift their teaching
instruction from in-person to remote within a matter of days. The rapid and unforeseen shift to
online instruction during the Spring of 2020 brought to light the need to understand the
experiences of faculty and how they were protecting student privacy during their transition from
in-person to online instruction. I sought to explore how the continued uncertainty of FERPA
legislation, paired with the lack of proper training dealing with protecting PII while teaching
online, may have had significant consequences.
The purpose of this study is to understand the experiences of faculty in preparation for
teaching online as it relates to protecting student privacy. Acknowledging that education has
been affected by a pedagogical shift from face-to-face learning to online instruction (Lederman,
2020), I remained open to the idea that faculty can examine their own experiences within the
institutional setting to help identify strategies for improving online practices while protecting
student PII.
The intent of this study is to understand and review FERPA practices, procedures, and
training further as it relates to faculty teaching online, specifically after the instructional changes
during the Spring 2020 semester due to the novel Coronavirus disease 2019 (COVID-19).
Utilizing a qualitative research approach allows the researcher to develop a more robust
understanding of faculty experience; specifically, the successes and challenges faculty face
adhering to FERPA policies while rapidly transitioning from traditional in-person instruction to
teaching remotely. This methodology is appropriate to gather useful data missing from previous
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research. This study is important because it is anticipated that the results of this research will
contribute to knowledge about Faculty, FERPA, and COVID-19. Improper training in FERPA
has significant consequences for faculty members and the institutions which employ them.
Applying the incorrect law may cause irreparable damage. The research questions that guide this
study are as follows:
•

How do faculty perceive they protect students’ information as it relates to FERPA while
teaching remotely compared to teaching in person?

•

What experiences, if any, do faculty draw upon to inform their practices when protecting
student privacy and information when teaching remote?

•

What needs, if any, do faculty have related to better-protecting student information when
teaching remotely?

This chapter will discuss the research design, data collection, and data analysis methods
employed in this study to address the research questions. It will further describe how participants
and the research site were selected and detail the decisions made by the researcher to ensure that
the data collected is trustworthy and reliable. This chapter concludes with the limitations of the
study and measures taken to address those limitations.
Methodological Approach

According to Creswell (2017), there is historical evolution in qualitative research,
stemming from anthropology, sociology, the humanities, and evolution. This study followed a
qualitative research approach given the descriptive nature of this study, using words and
experiences rather than numbers and statistics. A qualitative research design has a systematic
approach and design that is created to focus on the participants’ experiences and stories that may
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impact the circumstances of the phenomena. This study followed a qualitative approach as I am
defining this research as a process of inquiry into the understanding of a social or human
problem, based on building a picture formed with words but conducted in a natural setting
(Riessman, 2008). Specifically, I align events experienced by faculty during the Spring 2020
semester to this qualitative research, offering the ability to understand the meanings participants
place on significant experiences in their lives (Bogdan & Biklen, 2007), such as adhering to
FERPA policies during that period. The purpose of this research study was to understand how
faculty were prepared to protect student data and information, in accordance with FERPA
policies, at a higher education institution following the transition from in-person instruction
during Spring 2020. Using qualitative research to investigate and interpret participants’
experiences, honors the idea that there is no one truth (Creswell, 2017). Looking at specific
narratives and experiences collected from faculty, I refer to previous research to better
understand these nuances in protecting student data.
Research Design

Following researchers from the humanities, I employed a narrative inquiry research
design to study individuals through stories of their lived experiences (Riessman, 2008). By using
a narrative inquiry approach through qualitative research, I was able to understand the lives of
faculty as it relates to their experience in the classroom during the Spring 2020 semester. Like
other forms of qualitative research, narrative inquiry is a study of experiences as expressed in
stories (Creswell, 2013). Creswell & Creswell (2017) explain that, by employing a narrative
inquiry design, I collected data through the use of stories and reflective practice (Humphreys,
2005) from faculty as they relate to FERPA and to describe how their experiences connect with a
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larger understanding of the literature on the topic (Bogdan & Biklen, 2007). Allowing partakers
to share their own accounts, participants use the researcher as a vehicle to explain their
experiences and the connections between these experiences (Rubin & Rubin, 2005). Narratives
were shared in their natural environment, allowing me to utilize a conversational process during
my interview and watch their behavior in alignment with what they were saying (Bogden &
Biklen, 2007). I employed qualitative research design strategies because collecting honest and
unbiased information from faculty about their perceptions of FERPA training and understanding
of policy in a virtual setting offers a voice to their experiences. This structure allowed me, the
researcher, to re-tell their story in a narrative chronology (Creswell, 2017).
Site of Study

This study demonstrates the experience of a particular set of faculty members at one
higher educational institution, Sapphire University (a pseudonym), a private, not-for-profit 4year degree-granting high research institution located in the Northeast. For example, in 2019,
IPEDS reported that this university enrolled an undergraduate class of fewer than 7,000 students;
with an average class size of 20; student to faculty ratio of 13:1, with a majority of faculty listed
as part-time (562) and full-time faculty of (495). This is consistent with other schools of this size
in this Carnegie classification as High Research Activity for Doctoral/Research University
(Institutions of Higher Education (n.d.). According to U.S. News Ranking (2020), Sapphire
University is a Level Classification of four years or above university offering Baccalaureate,
Master’s, and Doctoral degrees in a High Research Activity. Also, according to Olsen (2018), a
higher Carnegie status can improve a university’s ability to recruit higher-quality faculty. This
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status impacts the type of faculty and culture of faculty at the institution, which may be
beneficial when comparing findings with faculty at other comparable institutions.
Sapphire University was selected as the foundation for this study because it offers 119
major programs for degree-granting or certificate programs and the distance learning opportunity
(online degrees/courses) is given to 19 major programs. Approximately 16% of degree-granting
programs are offered online and 84% of degree-granting programs moved from an in-person to a
remote model during the Spring 2020 semester. In comparison to other institutions, these
programs are similar (IPEDS, 2019). This suggests that there may be experiences or
circumstances occurring at this institution, which may be useful for understanding how faculty
protected student data while transitioning from in-person to online teaching during the Spring
2020 semester since most of the programs are traditionally offered in-person.
Based on the organizational structure at Sapphire University, FERPA is regulated by the
Office of the Registrar. According to the Bureau of Labor Statistics (2020), higher education
administrators working for the Registrar’s office maintain responsibility for student information.
As mentioned previously, although important for protecting student data, despite direct access to
student records, faculty are not required by most institutions to complete FERPA training.
However, individualized FERPA training can be requested at any time, and together with the
AACRAO, the Registrar’s office is responsible for tracking faculty participation in FERPA
training through attendance rosters, expectations about post-orientation FERPA training, and any
faculty data about FERPA training is monitored and collected by this office (AACRAO, 2021).
While data could not be collected specifically about faculty participation in training at this
institution, the organizational structure and FERPA culture at Sapphire University is consistent
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with that of other institutions in that faculty are listed among those not being required to
complete FERPA training (Cohen & Crabtree, 2006).
Lastly, according to data reported by IPEDS of approximately 10,000 students including
both undergraduate and graduate schools at this institution, with full-time and part-time status,
approximately 2,000 students were attending classes through distance learning with 872 students
enrolled exclusively and 1,377 enrolled in some online courses. These experiences may be useful
for understanding faculty perception in preparation and transition from in-person to online
teaching during the pandemic as it relates to FERPA.
Selection of Participants

Purposeful sampling (Creswell, 2012) was used as the sampling strategy to select the
participants for this study. As Benoot et al. (2016) point out, purposeful sampling methods focus
on intentionally selecting a sample to illustrate the experiences of a particular group. As the
focus of this study was faculty experiences adhering to FERPA policies and their experience
with FERPA training, it was important to define who identified as a faculty member. For this
study, I define the term faculty as it refers to all undergraduate and graduate faculty members
eligible and not eligible for tenure, who are appointed for a fixed term stated in a contract that
specifies obligations and compensation, comprised of four categories: Contract Faculty,
Lecturers, Faculty Associates, and Clinical Faculty. The undergraduate and graduate faculty
members who met the following criteria were eligible to participate in this study: (1) scheduled
to teach a course in-person or on-campus during the Spring 2020 academic term and (2) needed
to transition to online or remote instruction during the Spring 2020 academic term due to
COVID-19. Selected criteria focused on selected participants to best inform the research
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questions and enhance understanding of the lived experiences of faculty while protecting student
privacy. I aimed to get groups of undergraduate and graduate faculty members teaching during
the pandemic as they relate to FERPA, specifically looking at the faculty impacted by this
transition and how the FERPA training for the faculty who were teaching in-person differs from
the FERPA training for the faculty teaching online. Creswell (2012) noted that the sample should
be sufficient to allow for an in-depth analysis of the phenomenon under investigation.
Working with the University’s Relations Team, the participants for this study were
recruited over a 3-month period through email outreach and phone solicitation. Using the listserv
provided by the digital communications and marketing teams, the recruitment letter (see
Appendix A) was distributed through email to all undergraduate and graduate faculty who were
teaching courses during the Spring 2020 semester at the institution. The letter explained the
purpose of the study along with an overview of the interview process. Explaining the inclusion
criteria for the study, interested and eligible participants contacted me directly to participate in
the study. Despite a larger display of interest from faculty, their hesitancy to participate was
noted. In addition to this recruitment, interested participants were asked to help to recruit
additional participants through snowball sampling, an effective sampling strategy commonly
employed in qualitative research studies (Kirchherr et al., 2018; Naderifar et al., 2017). After
several rounds of outreach and solicitation from the recruitment methods, ten participants
expressed interest to join the study, were eligible, and completed all requirements of the study.
(Table 1.)
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Table 1.
Participant Profile
Teaching

Teaching

FERPA

Comfort Adhering to

Type

Experience

Experience

FERPA

Pseudonym
Ann

Graduate

4+

Very weak

Extremely Uncomfortable

Belle

Graduate

3-4

Strong

Somewhat Comfortable

Claire

Graduate

4+

Very Strong

Extremely Comfortable

Gail V

Undergraduate

4+ Years

Very weak

Neutral

James Clifton

Undergraduate

3-4

Strong

Somewhat Comfortable

Lola

Undergraduate

4+

Weak

Neutral

MKI

Graduate

0-1

Very weak

Somewhat Comfortable

MS

Undergraduate

4+

Weak

Neutral

Thomas

Undergraduate

4+

Very Strong

Extremely Comfortable

Ashley Crow

Undergraduate

3-4

Neutral

Somewhat Comfortable

All ten faculty participants were employed by Sapphire University either teaching in the
undergraduate or graduate courses. One participant identified as having under one year of
teaching experience, three identified as having 3-4 years of teaching experience, and six
identified as having four or more years of teaching experience. Regarding their FERPA
experience, three participants identified as having very weak experiences, two weak, two strong,
two very strong experience, and one identified as neutral to their experience. Three participants
reported feeling extremely uncomfortable adhering to FERPA, four somewhat uncomfortable,
and three reported feeling neutral. There is a lack of demographic data about undergraduate and
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graduate faculty knowledge of FERPA at Sapphire University, so determining if ten participants
was enough of a representative sample was difficult. However, Bogden and Bilken (2007)
identified, and I found, that participants provided adequate data to reach fullness in data
saturation as the narratives collected identified similar patterns and themes related to my research
questions. I felt comfortable moving forward with this number of participants because the
accounts collected represented similar themes and patterns related to my research questions.
Additionally, the narratives provided about undergraduate and graduate faculty experiences in
higher education assisted in understanding the significant experiences of this faculty group
during COVID-19 in the Spring 2020 semester that can be included in future studies.
Intrinsic incentives and motivation were used to appeal to the faculty for participation in
the interview. This was not offered in a monetary way, but rather it was delivered in an
introduction of the email subject line and introduction to the instrument. Although there is no
guarantee that their response to a demographic survey or interview may impact future faculty
training or improve how administrators disseminate FERPA information (Siedman, 1998), the
prospect of these outcomes may motivate more response from faculty so their narratives can
contribute to a better understanding of this issue at Sapphire University and other similar higher
education institutions.
Data Collection

All faculty who met the inclusion criteria and expressed interest were provided with
informed consent (see Appendix B) to review prior to the start of the study. Once the consent
form was signed and returned, they were required to complete a brief online demographic
questionnaire (see Appendix C) about their length of teaching, FERPA knowledge, and
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experience with FERPA training to verify the participant met the requirements to partake in the
interview. After the interested faculty members were verified to meet the inclusion criteria, they
were interviewed for 45 minutes about their experiences related to adherence to FERPA during
Spring 2020 and any prior FERPA training. While the structure followed pre-determined
questions, I allowed room to prompt for further information on the subject matter that the
participants mentioned on their demographic questionnaire. I intended to make each participant
feel relaxed and as natural as possible in our conversation while maintaining a high quality of
professionalism.
As previous literature indicates, Cachia & Millward (2011) believe that semi-structured
interviews are appropriate for narrative inquiry studies, and I used this method as my primary
source of data collection. Interviews have been shown to play an important role in setting
respondents’ goals and sharing narratives of participants’ lived experiences (Fowler Jr., 2014).
Narrative methods informed my choice of interviewing because collecting faculty’s own stories
about their experiences helped me understand these experiences and behaviors. This method
allowed me to gather stories and rich descriptions that cannot be gathered through a survey to
develop those narratives. The benefit of conducting interviews for this study is that I will also be
able to pick up on the participants’ tone, apprehension, and empathy. As Creswell (2017)
describes, there are two basic differences between narrative and case study analysis. I chose to
follow the narrative because I can interpret the larger meaning of the story when interpreting the
data through this methodology. With a case study, I will have to use direct interpretation and
develop natural generalizations. Because both require data organization, coding, themes,
interpretation, and visualization, I did not want to complicate this study more by bringing in a
mixed methodology.
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The interview followed a prepared list of pre-selected questions (Appendix D) allowing
me to delve further into specific things mentioned by participants in their demographic
questionnaire. Each interview is intended to provide a neutral place for conversation while
maintaining consistency between interviews. Using such an approach, I was able to use the
guided questions to see how faculty were prepared, if at all, to change from teaching in-person to
teaching online and if this transition may have played a role as it relates to FERPA. Faculty
shared their experiences teaching at this specific institution and their knowledge, if any, of
FERPA. I also wanted to allow the participants to share additional information on their
challenges and preparation during their transition from teaching in person to teaching online.
Although pre-determined questions guided this narrative, additional probing questions were also
derived logically from each central interview question for continued reflection and to better
understand the meaning of these experiences as lived and told through literature and research
(Savin-Baden & Clandinin, 2007). Finally, if the responses were skewed, or respondents
appeared not to be part of the population of interest for this study those participants were
dropped. Fortunately, I did not have anyone that was dropped.
The interview lasted approximately 45 minutes and was conducted over a video call on
Zoom, which allowed the conversation to be “face-to-face”. Novick (2008), supports the face-toface concept, indicating that qualitative researchers prefer this interviewing style because there
are benefits to this method, such as capturing verbal and non-verbal emotions and behaviors
(Lavarkas, 2008) in the presence of the interviewer that may enhance the quality of the collected
data. Due to continued health and safety concerns brought on by the pandemic, the next best
thing to physical in-person interview is one on Zoom. According to Archibald et al (2019),
convenience, access, time-effectiveness, and cost-effectiveness for participants and researchers

58
are key advantages of Zoom, which also allows these face-to-face conversations to be recorded
and saved digitally and offers a platform to not only view the participants’ behavior during the
interview but to safely record the interview. These unique features of Zoom enhance its potential
appeal to qualitative researchers (Gray et al., 2020).
Interviews were recorded (Creswell, 1998), because of the potential length of each
interview and because of the need for accuracy during the data analysis process (Creswell, 2005).
After each interview was completed, each recording was safely stored on the virtually passwordprotected cloud-based storage (OneDrive). To ensure anonymity and confidentiality, only my
dissertation mentor and I will be the ones with access. The data will remain intact for three years,
the duration of time determined as appropriate by the IRB to store data. After this time, the data
may be destroyed, unless there are additional institutional, state, or federal regulations requiring
longer storage. Pesante (n.d.) proposes that wiping data securely is straightforward and doing so
can prevent data from being recovered. The method of destruction will be permanent such as
overwriting the data on the drive. Like the destruction of HIPAA-protected data, I will ensure
that all electronic records are erased and destroyed.
To further protect anonymity and avoid harmful risks, virtual interviews scheduled and
conducted over Zoom allowed the participants to join from a convenient location (Seidman,
1998). To further ensure security to privacy, all identifying information about the institution and
all participants were assigned a pseudonym. For additional safety, none of the data was emailed.
Because the interview is intended to be a confidential instrument there is no need to clean the
data or remove variables as there is no unique identifier such as a name or email address. Finally,
no monetary gifts were offered to prevent any potential bias of the participants’ reasons for
participating in the study (Creswell, 2005).
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Data Analysis

Following the conclusion of each interview, the components of the data collection must
be reviewed and analyzed. Security, format, coding, data entry, and data cleaning may be used
for this analysis (Fowler Jr., 2013). Following the data collection process, I reviewed each
recording by listening to the interviews, then I listened again, and then I transcribed these
interviews using a computer-based word processing program, Microsoft Word (Seidman, 1998)
for accuracy. Microsoft Word is a software-based program that helped me organize the research
data in a qualitative format. I also made notes of future questions in areas to probe in the future
based on the parts of responses that I found to be important. These margins on both sides of the
pages allow for my coding and comments. After my reflection, all interviews were transcribed
verbatim, except for any names, or other personal identifiers mentioned by the interviewees.
Transcripts of the interviews will also be used to help preserve and cross-check the information
provided during the interviews (Vockell & Asher, 1995). As noted above, participant names
were replaced with pseudonyms. This process was implemented to further ensure the anonymity
of the study participants. Cleaned transcripts were then uploaded into Atlas.ti, a qualitative data
program to assist in my analysis and coding. After the audio was transcribed, I printed each
transcription. I listened to each interview several more times as I read along with the
transcription to verify the content of each transcript.
As I read through each transcript, coding domains were created based on the content
presented during the interview. Each transcript was marked with a code to identify whether the
participant was experienced in FERPA and protecting student data (EF) or non-experienced
(NE). Bogdan & Biklen (2007) affirm that developing categories for coding aids the researcher
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in deciphering the collected data. Each of the participants was identified with a two-stage coding
method (Miles et al., 2014) based on Saldana’s coding for qualified researchers to analyze the
data. Saldana (2013) divides coding into two major stages: First Cycle and Second Cycle coding.
The first stage consists of line-by-line transcription review, identifying and writing down
emergent themes, words, processes, emotions, and other pertinent descriptions that relay to this
study. I used the participants’ accounts to interpret meaning relating to my research questions.
While reviewing each transcript, I identified themes, keywords, sentiments, and connections to
prior data that was relevant to the study. Summarizing each interview into a narrative, I pulled
excerpts from each transcript to draft a consistent story that depicted common patterns as I
interpreted the experiences the participants shared. I used this information to make a single list of
the identified themes. I identified commonalities by comparing the list of themes from the
participants. Themes that were identified as common throughout the interviews were labeled as
emerging themes and can be found in (Appendix E: Themes list).
Responses from narratives in the transcripts were also coded based on the interview
questions that tied back to the three Research Questions. This is important because I could
include this as participants described additional knowledge and experiences outside of Sapphire
University, which influenced their knowledge.
As I developed notes and reflective memos to connect themes, narratives, and my
personal feelings and reflections of the experiences, I also included observations related to my
reflective memos that I associated with the codes. Significant themes, keywords, and phrases that
emerged during the analysis was also identified for each participant. Themes identified as
common (evident with two or more participants) throughout the interviews are classified as
emerging themes. Furthermore, I use pre-determined codes to aid in my analysis and
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interpretation of the data. Some of these codes include faculty, FERPA, pandemic, preparation,
training, online, in-person, and teaching.
Next, these codes and collections shifted into the Second Cycle coding stage. In this
stage, the data from the first cycle was used to group the summaries into pattern coding, which is
a way of grouping summaries into a smaller number of sets, themes, or constructs (Saldana,
2013). The data and codes were separated by groups into one of the main themes as indicated on
the code list, which I used to compare the patterns and draw conclusions to the similarities and
differences in faculty perceptions of their training during the pandemic as they relate to FERPA.
I then looked at the relationships between the narratives, creating a larger narrative to re-tell the
stories while bringing each experience to life. By analyzing the themes and other data in the
transcripts to answer the research questions, I formed conclusions and implications for this study.
Trustworthiness

Validity in a qualitative study determines the accuracy of the research findings from the
stakeholders and the researcher (Creswell & Miller, 2000). Triangulation to promote the
credibility and trustworthiness of my data (Creswell, 2003) was incorporated. According to
Lemon & Hayes (2020), the researcher asks each study participant the same research question
and collects the data to answer the same questions through the triangulation strategy. By building
a solid dialogue through the interviews, demographic questions, and faculty participation, and by
employing qualitative methods to explore, describe, explain, and predict (Miles et al., 2014), I
will be able to confirm reliability and validity. Moreover, using rich descriptions to describe the
findings (Myers, 2000), detailed descriptions of participants’ experiences, and data collected
from the literature review, will allow me to recreate a clear account of each participant’s

62
experiences, which provided a means for each reader to share in each experience. Through
meticulous notetaking, interviews, and data analysis, I will ensure that the strategies used in this
study are consistent.
I also reviewed my methods and processing with my dissertation advisor, to ensure I
remain mindful of my perceptions, subjective interpretations, or biases that may manipulate my
perception of the data. Additionally, I implemented a member checking process to assure that
each participant’s responses were transcribed correctly, establishing the credibility of the
researcher and methods (Birt et al., 2016). In this process, each available and interested
participant was allowed to review a transcription copy (Bailey, 2007), of their interview,
allowing the participant to address any concerns or inaccurate statements recorded by the
researcher. Incorporating these strategies is imminent to reduce bias and misinterpretation of
data, and to promote the credibility, validity, and trustworthiness of the results of this study
according to qualitative research methodology (Miles et al., 2014).
Role of the Researcher

Denzin and Lincoln (2011) claim that qualitative research involves an interpretive and
naturalistic approach: “This means that qualitative researchers study things in their natural
settings, attempting to make sense of, or to interpret, phenomena in terms of the meanings people
bring to them” (p. 3). This implies that the researcher and participant relationship is a part of the
data collection process. Also known as conversational partners, Dilley (2004) explains that
although structured by the researcher, interviews need to allow the opportunity for the
conversation between the researcher and participant to go where it may. In essence, the
researcher must remain watchful of the experiences they bring and remain cognizant of one’s
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own stance and the impact one may have on the data, and how they impact the way the data is
viewed. As a researcher studying the rapid transition of faculty from in-person to remote
instruction teaching during the Spring 2020 semester and protecting student data and their
training on FERPA, I must reflect on my own experiences with my knowledge of FERPA and
training and experiences I faced during the pandemic and how my personal, academic, and
professional experiences shaped my perspective of this topic. Incorporating a narrative research
approach will enable me to give a more salient account through a re-storying process.
Since June of 2000, I have worked in the health care industry in Human Resources (HR).
It was my job to ensure that the protected health information on an individual’s mental and
physical health, as well as any data relating to healthcare services used, was never violated. This
was protected under the Health Insurance Portability and Accountability Act of 1996 (HIPAA).
About four years ago, my career path took me on a journey, experiences that afforded me the
skills and knowledge to work in higher education, first in HR and eventually into my current role
working with faculty at a medical school.
My interest in FERPA expanded as my experience in my new role took shape. Again, I
found myself tasked with safeguarding the confidentiality and its protection - but on a different
level. Overseeing the development of clinical faculty, one of my objectives is to ensure they
learn about FERPA rights and how to protect the privacy of student educational records. During
this time, I began evaluating faculty development training and quickly realized that the school
needed faculty training targeting FERPA policy, practices, and procedures. Resources and
materials were readily available for our students but resources guiding FERPA policy for the
faculty was scarce.
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As an administrator, I received minimal training on FERPA and the training I did have
dated back to my role in HR. Unfortunately, the training focused more on policy, not on
practices. As laws changed within FERPA, I did not receive additional training or updates, nor
was I informed or guided to ensure that I was compliant with modified regulations and laws.
Because of my overlap between HR, academia, and the clinical environment, I was able to access
resources and information pertinent to compliance. The more I learned the more I was
determined to study the level of training that faculty were receiving. My decision to pursue a
qualitative study on FERPA and faculty developed from there.
Additionally, as a doctoral student in higher education and through class discussions, I
found myself in conversation about how FERPA and the lack of its training affect faculty across
institutions, especially in the medical field where instructors are more clinical than academic.
This intrigued me and I began seeking out faculty members to get a feel for their level of training
and limitations. The wisdom gained from these conversations solidified my assumption that the
faculty had little or no training in FERPA. Providing information and updates to my leaders and
cabinet regarding policies and procedures and sharing my own training on confidentiality led to
the formation of a task force. I can bring this experience to my research.
As an administrator, I quickly realized that working in academia is quite different from
working in the corporate environment. Specifically, when it comes to the safety and
confidentiality of students. As I began developing my ideas and proposal for this topic, the world
as we knew it changed. The COVID-19 pandemic was identified in December of 2019, and a
public health emergency affecting instruction worldwide began. To contain the spread of this
virus, schools and universities hastily closed their doors, moving all education abruptly to online
platforms through remote learning. This sudden change had me reflecting on ways faculty are
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protecting student records amidst COVID-19. Adding to my curiosity I expanded my study to
incorporate faculty, FERPA, and COVID-19.
My role as a researcher is enhanced by my understanding of the role of the faculty in
online environments during COVID-19 as it relates to FERPA and by my personal lack of
experience with serving as faculty. I can remain objective about the narratives and experiences
participants share while offering them the opportunity to express their concerns and identify their
perceptions as expected to participate in distance education as part of their regular duties as
faculty (Wolcott, 1998). Despite this expectation, faculty have been hesitant to convert from
traditional in-person teaching to an online format. The literature attributes this reluctance to the
lack of support, training, assistance, and sustainability provided by higher educational
institutions (Betts, 1998; Schifter, 2000; Rockwell et al., 1999). By establishing clear roles as
researcher and participant (Rubin & Rubin, 2005) and by managing my knowledge and skills
through memos and discussions with my dissertation mentor, I am confident that my role as a
researcher in this qualitative study can be positive.
Limitations

My personal experiences with FERPA bring certain biases to this study as a researcher. I
need to set aside these biases during my study especially since I have personal knowledge of the
institutional FERPA training and policies that I will study. As described in the role of the
researcher section, some experiences may unintentionally influence the way questions are asked
throughout the interview process and the responses provided. Participants may also respond in a
way they think the researcher wants them to respond (Noble & Smith, 2015), known as
participant bias. Also, I may have a relationship bias with some of the participants based on my
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previous background and employment, therefore any participants with whom there may be a
relationship will be excluded from the study. I will also need to suspend any previous knowledge
I have about this institution, its faculty, and professional association. To actively prevent such
bias, I will keep detailed reflective memos and consistently check with my dissertation advisor
and committee to ensure that my focus remains conscious of my role during the interviews.
Another limitation of this study is the potential for the observer effect. This term
generally refers to the possibility that an act of observation may affect the properties of what is
observed. Bogden & Biklen (2007) explain that the researcher’s presence changes the
participant’s behavior. As an administrator studying faculty perception, there is a potential for
this effect to form credibility or institute a distance between the researcher and the participant.
My background in FERPA and professional experiences with this institution as a Human
Resources administrator may affect their relationship with me as an unbiased researcher. By
keeping communication channels open and advising the participants prior to the interview of my
intentions to be professionally unbiased, it will lessen some or all the observer effect that may
show itself during the process. In addition, any faculty with whom I have a direct relationship or
influence over will not be included in the study.
Moreover, the narratives may not represent the experiences with FERPA and training of
all faculty. In fact, experiences of staff, part-time instructors, and full-time instructors can vary.
Disciplines across the undergraduate institution may also yield a different approach to training
and skew the findings. My recruitment approach and decision to use a narrative inquiry study
may also yield bias from the participants. In addition, this study is not a historical review of
FERPA, FERPA implementation, compliance, or legislation. This study only demonstrates the
experience of a particular set of faculty members. The small sample size and geographical
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location of this private institution is a limitation. Also, prior faculty experience with FERPA may
lead to results that are not generalizable. The need to create safe space for faculty to talk openly
without being penalized is needed.
The data collected may also not be generalizable, but my goal is to provide an
understanding of the experience that has not yet been researched. This qualitative study, based on
a specific sub-set of faculties, leaves room for limited knowledge about campus policies and
procedures. Faculty from K-12 or other undergraduate degree-offering higher educational
institutions will be intentionally left out so that the results of this study can be used by other
institutions of higher education of similar size. There may be different needs for staff and
students because this study will only look at faculty in a small sample from a small private
institution. Additionally, different cultures may result in responder bias. This is a significant
limitation because participants may be less engaged and not provide the full picture during the
interview process, which leaves room for bias exposure. Also, participants may respond in a way
they believe the researcher wants them to. Working with faculty possessing a general knowledge
of FERPA, the researcher is also bringing an expectation and perception into the interview
process. This personal perception is a noteworthy limitation. I will constantly check and re-check
the ways that I ask questions, ensure there are no prior relationships with the participants, and
avoid allowing my personal feelings to be expressed. I will limit the validating cues I may
exhibit as a researcher and conduct constant self-checks to make sure I am not leading the
interviewee to answer how they think I want them to answer.
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Chapter IV
Research Findings

The purpose of this narrative research study was to understand faculty experiences at
post-secondary institutions in the preparation of protecting and sharing student data, PII, and
other personal information during their conversion from in-person instruction to remote teaching
in the Spring of 2020. This chapter summarizes the findings of my study. I paid particular
attention to the experiences the participants shared of their transition from in-person to online
learning and how they perceived that they protected student privacy data during this rapid
change.
In Chapter Three, I stated the importance of employing a narrative inquiry to understand
the experiences in the day-to-day life of each participant in this study as expressed in each of
their stories, which I will present in this chapter. I purposefully looked for narratives that gave
meaning to how faculty during Spring 2020 and their lack of preparation for teaching online may
have contributed to losing sight of protecting student data during that time. This chapter presents
my findings and provides explanations about the emergent themes which arose from the
following research questions used to guide this study:
1. How do faculty perceive they protect students’ information as it relates to FERPA while
teaching remotely compared to teaching in person?
2. What experiences, if any, do faculty draw upon to inform their practices when protecting
student privacy and information when teaching remote?
3. What needs, if any, do faculty have related to better-protecting student information when
teaching remotely?
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Participants Overview
Through email solicitation, I recruited ten faculty members for this study using the
following established criteria (1) participants had to be scheduled to teach a course in-person or
on-campus during the Spring 2020 academic term and (2) participants needed to transition to
online or remote instruction during the Spring 2020 academic term due to COVID-19. For this
study, faculty refers to all undergraduate and graduate members eligible and not eligible for
tenure who are appointed for a fixed term stated in a contract that specifies obligations and
compensation, comprised of four categories: Contract Faculty, Lecturers, Faculty Associates, and
Clinical Faculty. The demographics of my sample are listed in Table 1. All the names and other
identifiable information that appear are pseudonyms.
In general, my analysis of interviews revealed diverse experiences of faculty in their shift
to online instruction during the pandemic in the Spring 2020 semester and brought to light the
need to understand how they were protecting student data during their transition from in-person
to online instruction. Participants were recruited from a variety of subject matter disciplines at
undergraduate and graduate levels at Sapphire University. Their area of discipline, location of
the university, and prior FERPA training did not appear to affect the findings. All of the
participants offered rich data and detailed experiences that provided answers to the research
questions. I found that, of my ten study participants, all ten shared similar views regarding the
need for support during the Spring 2020 transition. They voiced concerns about the need for
better preparation for FERPA while organizing and structuring in-person courses to transition
their online course work, though most had mixed feelings about how to resolve obstacles they
perceived.

70
Although only two participants felt extremely comfortable adhering to FERPA, insights
into their teaching experiences revealed challenges they faced while protecting PII. Most faculty
conveyed concerns about properly protecting student data during Spring 2020. Many felt that
lack of organization, skills, inexperience teaching online, and miscommunication significantly
contributed to their failure to recognize the need for protecting FERPA during the transition. Due
to the time it took to build and manage an online course, most had lost sight of the need to
protect PII. Lola recalls her exhaustion not just transitioning to teach online but transitioning
back to teaching during Spring 2020. “It was very dramatic, it was difficult. Students were so
scared and all of us were so scared, and you know people's lives were completely disrupted. It
was a very difficult transition.” Gail agreed, “the transition was so quick, and I had students that
traveled out of state, out of the country for spring break, and they didn’t know if they could come
back or get sick, we weren’t thinking about privacy we were concerned with safety.”
Although half of the participants participated in a prior FERPA training environment, all
expressed the need to inform future preparation and address circumstances that put student data
at risk. Gail recalls, “I was being a Pollyanna, way too optimistic.” In fact, many instructors
admit to questioning themselves, and their practices to protect student information during this
ominous time. According to Belle, “nobody could have predicted that we're gonna close that
quickly so I don't think there was anything that you know could have been done in a quick
matter, but I think if moving forward there should be policies for online or about privacy.”
At the start of every interview, I explained the nature of the study. Each faculty member
shared an overview of their teaching career in higher education to provide context and
background to set the stage for their experience during the Spring 2020 semester. Structuring
every interview question around the three research questions of this study, I gathered narratives
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as each faculty member considered how their experience affected them. As they reflected, first
they expressed in great detail their perception of protecting students’ information as it relates to
FERPA while teaching remotely compared to teaching in person. Next, they shared experiences
they drew upon to apply to their practices when protecting student privacy and information when
teaching remotely. Last, they identified and shared needs related to better protecting student
information when teaching remotely.
As the forcing factor stripped faculty of their opportunity to prioritize, MKI felt
implementing online content prevailed over student data protection, “yeah it wasn't very smooth
alright, and I think no one knew what to do. Preparing to teach, no I didn’t consider FERPA.”
What follows are the stories of the ten participants in my study who have gone through a
complex and sudden transition to synchronized online learning during the COVID-19 pandemic
during the Spring 2020 semester. Compounded by the stress of the rapid transition that thrust
them to quickly teach online, most participants felt the pressure and significant difficulty to
protect student data. According to their perceptions and accounts, we see how their stories
describe significant gaps in the infrastructure.
Their narratives yielded expansive findings related to Faculty, FERPA, and COVID-19
and the experience as it relates to protecting Student data. I found that, despite having various
levels of FERPA knowledge and experience prior to Spring 2020, all participants struggled to
shift their practice from in-person to remote teaching within a matter of days. MKI remembered
Spring 2020 as “mass chaos, I was a first-year faculty” moving labs online. This global
pandemic exposed a significant gap in teacher preparation and training for emergency remote
teaching, specifically protecting student privacy while teaching students at a distance. This
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finding is significant because it contributes to the literature about faculty that transitioned from
in-person instruction to online instruction, while protecting student data.
I further discovered that, as the instruction method switched from in-person to online, all
participants felt under-prepared to continue protecting student information at that time. Current
literature suggests that while the use of technology for in-person, distance, and remote teaching
has been happening since the early 1980s (U.S. Department of Education, 1996), the widespread
closing of schools due to the 2020 COVID-19 outbreak seemed to shock the educational
community with many teachers scrambling to figure out how to shift their pedagogy to
“emergency remote teaching” (Hodges et al., 2020).
This study found that more than half of the participants teaching online during Spring
2020 revealed they were not thinking about protecting student privacy. Time was limited and
their focus was learning to use the technology to teach learners at a distance, which has been
especially important in times of emergency, such as natural disasters (Joshi et al., 2018). Time
was a significant challenge, especially since many participants reported that, prior to Spring
2020, they had never tried remote teaching and developing practices to protect student
information did not come easy. To some it never came at all.
Additionally, I learned that most of the faculty indicated they had excessive numbers of
students sharing personal information making compliance with FERPA more difficult.
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Faculty Perceptions Protecting PII as it Relates to FERPA: Strategy Teaching in Person,
Strategy Teaching Remotely, Practices Involving Doing Nothing, and Adaptation Pre- and
Post-COVID-19

In March 2020, universities throughout the world shut down. Ten participants described
how they had to quickly adapt their customary face-to-face teaching in a hasty transition to
online instruction during the remainder of the semester. All of the participants admitted they
were confused, nervous, and under-prepared. Expressing concern that the quarantine began right
as their university returned from spring break, Ann remembers feeling overwhelmed with
emotion. “I went from hands-on to online overnight” curbing their time for adequate preparation.
Claire explained, “there was no opportunity for us to re-write our syllabi and to go online we had
to retrofit whatever we had to fit into the online platform.” Prior to the pandemic, eight
participants felt they had ample time to review their course content. Claire, who taught in a
traditional setting at this institution for over 11 years, recalled “before COVID, we had lots of
time to create clinical coursework for small groups I was teaching.” Collectively, James
explained how he would “use the summer to adequately prepare” and Ann concurred “I had
plenty of time to prep for labs before everything changed.” Half of the participants were
somewhat aware of FERPA practices consistent with face-to-face instruction. Belle described a
strong feeling of confidence having “prior FERPA training, I was comfortable when I taught
synchronous, asynchronous and hybrid online.” While others like MS participated in optional
FERPA training where their department leads would address areas of concern consistent with inperson instruction delivery, “my comfort level adhering to FERPA policy remained neutral even
though my practices during Spring 2020 were weak.” Participants also confessed that, in order to
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accomplish this time-sensitive task of transition, instruction had to be compressed. Claire
summarized when asked, what were you doing to protect the student data in this transition?
Likewise, Gail shared that she too felt the pressure in her transition to online instruction during
Spring 2020, “we were scrambling just to get the semester over with.” This is consistent with
findings throughout the literature about the impact the ambiguity of FERPA legislation and the
absence of proper training dealing with protecting PII data while online has for faculty members
and the institutions at which they work. Wise et al., (2011), illustrated the consequences to
institutions if they apply the incorrect law and how this action may violate federal law, and codes
of ethics, and cause irreparable damage.
Shifting the learning environment was a significant commitment and directly impacted
faculty responsibilities as educators and their perception of their ability to keep student data
secure. The shift during this time was constantly changing. Lola explained, “it was hard to keep
up.” Most participants felt the pressure when tasked with uploading materials, utilizing features
of Blackboard and Teams, and implementing proper channels of communication with their
students. Preparing for the pivot required collaboration and communication across the university.
Claire recalls “we had three days to take the content and push it forward.” The assessment
among most participants was that directives from the administration were not straightforward.
MKI felt “forced to find alternatives towards transitioning into the online environment. He
added, feeling “unprepared, we needed more time for just everything. It was just mass chaos.”
MKI felt “there was a lot of insecurities amongst his peers,” and to his recollection “the
university didn’t provide a lot of opportunities to protect student data.” Like MKI, Lola shared,
“we were on autopilot.” Coping with the stress of the transition, in this uncharted territory, while
faculty were also tasked with navigating COVID protocols, and while attempting to protect
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FERPA, Lola illustrated how faculty were desperately “seeking guidance from the institution”
even though it was limited “but making it work was non-negotiable.”
The study found that prior to the Spring 2020 semester, all ten participants reported they
were teaching in-person courses at this institution. “I only taught in person,” said Thomas. James
and Ashley concurred. Ann added, “My labs can only be taught properly in a classroom setting,
otherwise it doesn’t work.” Some were familiar with student education records and FERPA
practices, specifically while delivering instruction in an in-person setting. “I had previous
knowledge of protecting student PII, so doing that, protecting student data was the same for me,”
said Belle. James added, “FERPA as far as I understand restricts the personal information in
terms of student academic record to just the student, so assuming the student is 18 years of age or
older” the information cannot be shared without written authorization from the student.
“Knowing this, if I do have discussion-based or personal-based exercises in a public setting, I do
respect students, you know, whether they want to or not share certain personal things so that’s
about all, maybe it falls under FERPA.”
Uncertain if some of the exercises he prepared as part of his online instruction violated
FERPA, James decided to “err on the side of caution when including home life. I had no idea
what was happening at home.” While some students openly shared private information others did
not. “I made sure they were never forced to reveal personal life with the class.” Sharing similar
feelings, MKI a recent student of higher education himself put his best practices to use. “I don’t
share any type of information” he explained. “Students address, email address, to any other
students or anything confidential told to me throughout the conversation.” But when asked if he
drew upon this experience during Spring 2020 as part of the new hybrid model of education, and
in an attempt to protect FERPA, he too reluctantly confessed “I did not consider it.”
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Participants explained that without time, knowledge for preparation, or experience in the
online environment, as they were suddenly forced into teaching face-to-face material online,
most did not focus on student privacy. “There was no time to think, only time to act,” said Lola.
The consensus of faculty was their perception that the forceful function of the university to offer
online instruction affected their ability to protect PII. MS recalls, faculty decisions about their
academic content were not straightforward “I didn’t know what part of my course was
applicable” and input from federal and local agencies was limited, “new online protocols were
confusing no one really knew anything.” This mirrors literature presented on University policies
about student privacy and how policy varies from institution to institution, and each institution’s
administration is left to its own FERPA reasoning (Payton & Claypoole, 2014).
When discussions turned to faculty experience, Thomas expressed significant concern
about transitioning his course load to online since quality matters were a major point at the
university pre-pandemic. “That was my big concern…they made such a big hoop of going
through quality matters to get your course approved for online delivery now all of a sudden
everybody is doing online delivery.” Similarly, in James’s experience, implementing
synchronous learning sessions while “trying to protect privacy was unrealistic.” The reality was
that access to hardware, software, and internet connection was lacking. “Situations at home were
difficult,” according to Gail. Claire vividly recalled a time when her own internet connection
gave out “I was in the middle of teaching a class and they turned off the power on my block in
the middle of my class and so I got on teams on my phone add I finished but I had to be in the
middle of my street because my house is a dead zone.” This was a significant issue both for
teaching and privacy she whispered.
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Additionally, every instructor expressed a strong awareness around their lack of
considering student data protection because of how incredibly challenging their responsibility to
transfer course content online became following the university’s decision to shift all instruction
to eLearning during Spring 2020. Their diverse professional background in teaching
undergraduate or graduate coursework did not matter because the decision to transition rapidly
online was beyond their control. Every participant expressed frustration, anxiety, stress, and
concern over the things they were no longer doing. James was vexed and “unclear about student
home life and if I was somehow having students reveal personal information during class.” Ann,
a clinician by trade explained “I felt uncomfortable and challenged in the online environment”
this increased her angst. Lola found herself concerned “about constant negotiations with students
over grades and use of appropriate email” and Ashley remained apprehensive about his role in
“breaking rules or not enforcing policy.” The changes in their pre-and post-practices for student
data protection were significant.
Due to the shutdowns in education all over the world, all participants implied that their
preparation to transition to virtual teaching was required as part of their teaching responsibility at
the institution. Each was assigned at least one course that rapidly shifted from in-person to online
during Spring 2020 regardless of their preparedness. When asked how they were protecting
student information when teaching online during the Spring 2020 semester, three recall tapping
into previous skills and old practices. For instance, James, who did not exchange thoughts and
ideas with others, relied on his own familiarity. “At that time, it was a little complicated I felt
prepared only insofar as I decided to err on the side of caution.” Likewise, MS resorted to
memory and prior “feedback from the learning and training center” as well as focusing on
information “threaded through other faculty from the Registrar.”
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Prior to the pandemic “I was in control, FERPA protects students, so I never talked about
the students’ program.” said Belle. “Before the pandemic, I implemented communication
strategies because we were face to face. I’m not permitted to give any information unless I have
permission from the students.” Belle explained that her instincts and prior FERPA knowledge
helped her to protect student privacy the same way she had before the pandemic. Employing her
previous knowledge and understanding of protecting student PII even in the transition. “Again, I
could not share anything with a student with other students or any other students either virtually
or in-person because that was confidential information and unless I had permission in that
regard.” As we discussed how the instruction method changed, I could see a shift in her body
language. Belle grew more concerned as she wondered if, in fact, she protected PII the same way
during the transition. “You had to transition a lot of things that could not be done online like
doing a clinical exam. This was interesting as students examined their parents because they
didn’t have anybody.” Unsure if this violated FERPA, Belle said: “there was no other option.”
Giving examples of ways he incorporated earlier knowledge of technology into his
curriculum, James understood that the change advanced the technology but may have not
considered the impact on privacy. “Now everything is on Blackboard, reading assignments on
Blackboard, and assignments themselves on Blackboard, links, and PDFs,” the push to use
websites, recordings, online platforms offering interactive components of instruction, features
within Blackboard and TEAMS, and the need to upload materials, “I changed a lot of my
guidelines and my assignments and everyday anxiety built,” because he rarely used these
methods when teaching face to face, “I was uncertain if discussion-based or personal exercises or
self-reflections falls under FERPA. It was complicated and still, I posted on Blackboard.”
Technology to assign work, students’ ability to access the work and return assignments, and
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faculty necessity to grade, and comment on returned assignments, directly impacted their
responsibility as educators and their ability to keep student data secure. With curbed classroom
instruction, all faculty working with student records and those with access necessitate proper
training.
Ashley discussed how as a member of the faculty during Spring 2020, he still had access
to student records. “We have access through universities backchannel systems like Banner and
Compass… access to all kinds of things but for the purpose of the course…grades, quiz scores,
attendance.” While Ashley reasoned that he felt prepared to continue protecting student data in
the same way he had prior to Spring 2020, the rapid change from in-person to online left him
skeptical about student data protection in the new digital environment. Hodges et al., (2020)
identify an education record as records, files, or documents containing information directly
relating to a student. Findings suggest that the primary communication tool used by faculty in the
online classroom were ZOOM and Teams, education records have come to include electronic
documents and other media which may include personal identifiable information (PII) about a
student (Cleveland State University, n.d.).
Elaborating on the process of incorporating video into the curriculum, most faculty
indicated they used pre-recorded or recorded video as a reference tool. Resorting to what he
considered his own best practice scenarios and his own intuition Ashley said, “I am not
comfortable with recording lectures you know…permanent records and all, but the world was on
fire.” There was no time to think or reason as faculty struggled between adaptability to an online
format and protection of student privacy while implementing this change. “If I had a number of
priorities this was like just number 58. We weren’t thinking about whether or not a family
member will call you or how to protect FERPA.” As a member of the Jr. faculty, MKI struggled
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between what he thought he knew of FERPA pre-pandemic and what he actually knew. “I mean
frankly I'm not comfortable with recording lectures you know discussions are unpredictable, a
little scary too to junior faculty, but I just didn't really see a way around it.” It was a natural
feeling that most participants felt. Issues related to utilizing technology in their online classrooms
were the greatest barriers while trying to carry out strategies to protect PII. The natural shuffling
order that continues to take place in all households as roommates, family members, and
neighbors also work and study in nearby spaces affects an instructor’s sense of balance.
The study participants explained that one of the biggest challenges they faced trying to
protect student information during the transition was trying to manipulate their course content to
fit a remote setting. For example, six faculty participants teaching lab-based coursework created
a skeleton course structure incorporating only the basics just to get the content online. They
indicated the lack of in-person communication and hands-on training and concern that learning
components could not be reproduced virtually and compromised course objectives. Ann pointed
out “particularly challenging was the need to rely on outside participant’s family, roommates,
and neighbors to replicate mannequins in these scenarios.” and inadvertently violating FERPA
practices. Claire who had been teaching in-person graduate courses for over eleven years at this
institution shared “I was thrust into teaching two of my in-person courses online.” While she felt
her knowledge of FERPA policy during this time was very strong, she was “uncomfortable
adhering to FERPA policy in the virtual classroom,” thus, she felt like she had no control over
the new hybrid environment.
Claire also mentioned that the need to manipulate course content in an eLearning
environment resulted in her lack of understanding of FERPA as a “non-experienced” online
instructor protecting student data. James supported this sentiment, “no one knows what's
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happening when we began the transition” focusing on the course content and all the details that
went into getting the information online, the faculty “lost focus of the students.” MKI recalls the
challenges he faced in this unprecedented environment. The transition to online teaching “wasn't
very smooth. No one knew what to do and I think there was a lot of insecurities amongst a lot of
our faculty, and so it was just kind of discouraging me.” Similarly, Gail expressed her general
concern for “an unplanned online transition.”
There was no preparation to protect student data while teaching online. Faculty were
charged with battling many things. During Spring 2020 it was hard to focus on anything and the
feeling of lacking skillfulness or experience transitioning from pre- to post-pandemic was
constant. The majority opined that student privacy during Spring 2020 was not considered. Gail
shared “talking about this specific segment of time in 2020, I wouldn't deliberately try to make a
student feel uncomfortable, but FERPA, it just never came up for me.” The limited time to
review previous platforms about switching to an online program also contributed to a feeling of
high insecurity. With little to no foundation Claire explained, “we had three days to take the
content, push it forward into the rest of the semester, figure out how to teach the students how to
use the platforms, teach the adjunct to use the platforms, and make sure I knew how to use the
video parts of the platforms.” Course management issues took precedent over protection of
student data during the transition into the online environment. “I had to be able to figure out how
to get the labs delivered via video, labs that we teach in person now we have the assessment at
home.”
Most participants agreed that they needed more time and resources to engineer course
content, The rapid transition affected their routine, effectiveness of teaching, and coordination.
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The restricted access to the classroom and campus combined with lacking in understanding new
protocols, online tools, and equipment, during the pandemic left faculty grappling.
Belle said that online “revisions due to lab work were so often that everyone was
challenged with the logistics.” Ann discussed how lab revisions in her course impacted her
“ability to focus on student privacy.” Her “unfortunate FERPA” experiences during Spring 2020
semester directed her to teach three face-to-face labs that transitioned to online. “I do a lot of
evaluation and diagnosis courses and therapeutic interventions which is all hands-on.” It was
hard and she needed time. She lost her desire to create a new online design because it was “near
impossible” to adapt content, continue providing instruction in a synchronous online
environment and consider FERPA. “I mean we had to take labs and make them virtual; you
know so we were basically trying to teach clinical skills… when it came to the clinical skills” in
a virtual format, “that was really hard to do.” Organization and structure were off as well, “I
mean we're teaching kids how to use electric stimulation machines and ultrasound machines and
I am basically looking at the manual in their book and drawing one so that they could have fake
buttons on a screen.”
MS, one of the most experienced faculty participants taught in-person courses for over
twenty-three years. She recalls, “adapting to the online experience was non-negotiable.” Gail
added, simulating the experience “was unrealistic” and MS acknowledged that in the
uncontrollable environment, faculty may have accidentally and unknowingly overlooked student
data protection. “Where there's a lab component, we substitute other activities or even food
substances which we can have in the lab to simulate the labs. I tried to do that, and it really was a
week-by-week adaptation…I felt that their privacy was important, but it wasn’t the first thing I
thought of.”
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The perceived lack in institutional support, and lack in skill set to teach online put
protecting student privacy on the backburner as noted by Ann. “I actually didn't consider that in
this age of protect anything. It's more about the class and the content and getting uploaded and
ready to give your lectures.” There was no one inspecting faculty qualifications to teach online,
but faculty were attempting to adhere to effective teaching strategies. Likewise, Gail, a longtime educator but FERPA novice, felt she “should have been more informed about FERPA” and
about her role as a faculty member adding content and knowing how to protect PII in the new
environment. This echoed the findings from previous literature where faculty of higher
educational institutions are at an increased risk for violating student privacy (Allen & Seaman,
2004).
Faculty also commented that grading in the online environment and providing feedback
over the internet versus providing comments on paper, was different from the traditional grading
protocol. Gail felt that her transition from face-to-face assessments to that of online assessment
was less meaningful and “probably some violation of privacy, since we all know that records are
stored forever in digital world.” Although her intuition told her this practice exposed PII “there
was no other option.” As faculty continued to tap into their intuition, Belle believed that her
former clinical experience provided structure to her online experience. “I don't think there was
too much difference from me personally when I talk about switching to online,” her past helped
form her practices for student data protection in that moment. “Things were recorded right
because things could be recorded most of the time online either because the student was sick
because of COVID or there was something going on.” Tapping into her prior FERPA training
she was cognizant that as courses were abruptly moved from in person to eLearning lack of
training to protect FERPA was rising. Belle independently decided she would try to avoid
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privacy issues “we would have to have either announced it in front of the class that we are
recording and then the other thing we did was having students sign a consent saying we're gonna
record the lecture.” This way if there was anything in the area of the recording, or “personal
things and they were showing on the videos,” students had time to move, move the items, not
consent to being recorded, or turn off their camera.
Gail developed strategies to communicate with her students that, at the time of the
interview, she acknowledged may not have been up to FERPA standards. “Students were
struggling, and from international backgrounds” the only way to safely communicate was by use
of personal cell phones or personal email. She simply “did not have the time to consider privacy”
when she knew her students “were suffering” on a much deeper level. Ashley continued,
“thinking about FERPA I sort of think more about the principles than the letter of the policy. It’s
not like I had FERPA policies open, and I was double-checking every motion, NO.”
Demonstrating a practice of how he was protecting student info virtual compared to online given
his lack of understanding of how the policy specifically applied in that format.
Every time Ashley effected a change or did something different from pre-pandemic
times, “I wondered is there a potential privacy issue?” As an example, Ashley shared his
experience during the pandemic when assigning a Peer Review project. “I wanted students to
read each other’s papers and tell me what they think could be changed about those papers. So, I
looked it up and said, well you know this might be something that needs consent so instead of
just assigning it, I assigned it and then I also said, you know if you don't want to take part in this
assignment you don't have to.” Instead, he offered his students the opportunity to submit an
“anonymized paper that's not someone from someone in the class. If you don’t want your work
shared with other students- right so, that was the kind of way I thought about anything. Anytime
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where it would be like one student can kind of look over another student's shoulder so to speak
through the platform,” Distinct from practices he exercised related to FERPA prior to the
pandemic, “I made sure that they always had a second option where they don’t have to do thatright, and I make sure that they were aware of that and that you know. But I had at least you
know some kind of passive consent that we would be sort of swapping papers in that way.”
Thinking on the Fly

Throughout Spring 2020, faculty faced multiple challenges during the rapid transition to
remote instruction while protecting FERPA. Dealing with issues that directly and indirectly
affected the instructional experience the narratives provided a deep appreciation for each
individual experience and unique story in terms of the impact it had on participants. The findings
from this narrative study revealed specific experiences within participants’ rapid shift to online
instruction during Spring 2020 and brought to light a need to understand these experiences and
how faculty were protecting student data while transitioning from in-person to virtual teaching
and how they will continue to protect PII as we move towards a new normal.
This transition also demonstrated the experience and lack of preparedness faculty
addressed while protecting student information. There is a great need to protect student privacy
during online instruction as we are moving to a new normal. Experience demonstrates the need
to have faculty more competent to protect PII. To ensure stability across spatial boundaries,
faculty needed to adapt quickly. Educators were required to become fluent users of technology;
creative and collaborative problem solvers; and adaptive, socially aware experts throughout their
careers (U.S. Department of Education Office of Educational Technology [OET], 2016, p. 34).
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Relying heavily on their own backgrounds, past experiences with technology,
experiences in their field, and applying natural instinct to their practices, many participants used
different strategies to protect FERPA. This was particularly evident amongst the faculty that had
previous FERPA training. This strategy was helpful to some but not all participants because they
continued to question if protecting student privacy online was the same as in-person. Participants
shared their experiences while needing to adjust instruction due to poor technology, internet
connection, and the virtual setting. Thinking on the fly many participants allowed their instincts
to drive their actions to protect FERPA.
Navigating the Experience: Instinct, Practices, and Prior Training

Most of the participants in this study raised the importance of relying on their own
instinct. They felt both positive and negative experiences while transitioning to online instruction
as they explained how they relied on their gut to guide them through Spring 2020. For James,
“FERPA was never the forefront in conversation.” Transferring some old FERPA skills from his
traditional days of instruction “I didn’t share grades openly in discussion,” although many
students asked, “how am I doing?” He recognized “this training was irrelevant for teaching
online, but it was all he had.” He continued to wonder if “while teaching, was duplicating course
content from online versions with video and discussions a violation of FERPA?” His lack of
understanding of privacy in detail left him asking “why can’t I combine Blackboard rosters?”
regardless, he followed his gut.
Lola echoed the others, explaining in detail how she applied learning and gained
experiences from her prior academic institution. “I got trained in FERPA at my previous
institution.” This wisdom helped her navigate this unknown territory. “My behavior…you know
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I had experiences not just in COVID with students trying to negotiate grades over email, but I
always managed to step away from that conversation without giving any information like that.”
Her past experience dealing with students and their requests for grades over email helped her
guide online communication with her students.
Claire too relied on her instincts to avoid integrating “other platforms like Zoom” as she
instructed her students “we’re going with what the university supports. I’m not going on
anything except university-sanctioned devices.” Applying her prior knowledge from traditional
instruction, that only university-sanctioned devices and domains were appropriate, she felt under
the circumstances she was doing everything right. Until one day during class she found herself in
the middle of her street due to a loss of connectivity. She explained “I had to improvise without
thinking. I got on Teams on my phone because my house was a dead zone.” I asked her, were
you protecting PII in the same way as prior to Spring 2020? She commented she would have
prepared differently but instinct took over. She had a lecture to deliver and against all odds she
was going to “make it work somehow.”
Study participants highlighted different best practices based on their level of FERPA
knowledge, training, and past use based on the in-person course they taught or the institution
they came from, but many mentioned the importance of training when transitioning to online
teaching to protect student information. Lola said she accomplished this by using “previous
training from my institution.” Lola was on autopilot “it was more like a non-decision than a
decision you know. It's not like I said, oh should I look into FERPA resources or no I'm not
gonna do it. It was more like I felt so overwhelmed with all other things that were happening
with COVID that it just didn't cross my mind.” Less experienced faculty needed to learn how to
develop lesson plans that were transferable to the online classroom and most participants felt
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they were not properly protecting PII while building their online curriculum. According to MKI
“I don’t think I was informed; I mean I wasn't really informed on FERPA or how much of what
FERPA was or how to use it. Actually, you know when you sent out this email about your study
that's when I read up on FERPA, “he explained. Likewise, Lola shared “I changed some things in
the online course, reduced discussion boards, but people barely functioned, protecting
information wasn’t on my mind.”
In-depth interviews uncovered that faculty questioned their FERPA knowledge and
training after transitioning to virtual instruction. In fact, throughout the interview, each
participant asked if they protected FERPA appropriately. During the interview, Belle was
constantly asking “did I do it right?” Most wanted affirmation that their approach was law
abiding. James asked “did I follow policy? Was introducing recordings a violation of FERPA?
Participants like Ann inquired if she did enough to “not get in trouble.” Others lacked confidence
and uncertainty adhering to FERPA and questioned their own behavior during Spring 2020.
Consistent with finding from Claypool (2014), faculty should be aware of FERPA rights of
students, directory, and non-directory information, under what conditions they can disclose PII
and FERPA to upkeep compliance. The need for supplemental formal and informal training to
enhance their FERPA skills during Spring 2020 was dire.
Eight participants confided that they were providing instruction through the lens of their
students. Gail was very sincere, sharing “I go with my instincts not so much with what the policy
is or what the process is. I wanted to do the interview because I always wondered that semester if
I've done the right thing,” suggesting that, despite her best efforts to rely on her intuition, training
and professional development in this arena were warranted. Because it may not have been
offered, participants like Ann also noted that, during this unprecedented time, false beliefs of the
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right action had them “taking a leap of faith” and trust that “our instincts” and strategies
protecting student data as they understood it were enough.
Participants in this study, like Lola, explained that most of their practices to protect
FERPA during Spring 2020 were based on “prior experiences” that they carried over from prior
walks of life. MS said, “most educators were resorting to best practices under pressure.” Training
in online coursework and FERPA were sparse. Faculty and administration were not in sync.
According to MKI, ”we had no idea what we were doing.” Drawing on his own prior teaching
practices, Thomas recalled, “students reached out asking to record lectures. I don’t usually do
that, and I don’t know how to deal with a lot of it because everyone was suffering.”
In Gail’s eyes, receiving minimal support or training from the university affected how she
was protecting student data during that semester. From her perspective, Gail believes that
because the transition was “disorganized” and did not contribute to virtual delivery “more
instruction was crucial.” During this portion of the interview, participants expressed frustration
over their perceived lack of understanding FERPA in an online setting. Ann recalls, “mostly we
wondered.” In crisis mode, communication was lacking, and misinformation was on the rise.
Participants had mixed assessments. From their mindset, prior aspects of FERPA training and
knowledge influenced their practices during Spring 2020. Gail’s concern was evident,
We were so busy trying to figure out how do I get a project where they have to present in
person live in front of the class? How do I take that put it in the blender and have them do
it online? Those were things that were consuming me and probably my colleagues as well
so, the idea of seeking out FERPA training honestly did not even cross my mind and we
were just trying to survive.
While most faculty acknowledged, they did not seek out resources of FERPA training to
inform of best practices to protect student information online, and all agreed their decisions were
unintentional and the implications unknown.
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Most of the participants lacked the tools to help them identify if they were effectively
protecting PII while teaching online. This supports the literature that many institutions of higher
education do not have assessment systems in place to evaluate their faculty (Brown, 2016).
During the Spring 2020 semester it was assumed that the faculty would be able to effectively
protect student information as it relates to FERPA while transitioning instruction to online.
Thomas believed that instructors “were not ready to teach online” and protect PII without
adequate training. As instruction shifted to online, all participants agreed that they saw
themselves taking on roles beyond that of educators.
During this unprecedented time, roles expanded to counselor, role model, caregiver, and
helper. Gail stated, “I became less of an instructor and more of a friend.” Wanting her students to
know she recognized what they were going through, “I’m going through it too, and we’re going
to get through it together.” Likewise, Ashley vividly remembered “I asked people to say whether
they're comfortable,” participating in recorded lectures, which prior to this semester was not part
of his teaching practice. “Part of the reason why I felt I needed to do that was because students
were put in this position where some of them really could not attend.” All participants agreed
they adopted a very lenient mindset and many a more empathetic attitude in their interaction with
students.
James recalls the complexity of it all, “I felt prepared only insofar as I decided to err on
the side of caution really in terms of including home life… so I can’t assume everyone has a
flourishing home so I erred on the side of caution and on the side of compassion too…based on
what was happening at home and made sure they were never forced to reveal personal life at
home or wherever they were taking the class.” Often, students shared very personal stories of
“hardships, illness, and death.” It was heartbreaking and difficult to think about “privacy during
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such a catastrophic time.” Of all ten participants, Thomas was the strongest in expressing his
preference for a traditional approach to lecturing. Recalling his mental exhaustion, as an
administrator for three years at the university and alumni, Thomas explained “as I prepped for
the hands-on class” he had just enough FERPA knowledge to tell his chair there was not enough
time to transition to remote instruction. “There was a disconnect that students and teachers felt
from each other, feelings of isolation and of course data security when students disclosed
personal content.” Most educators were resorting to their own best practice scenarios. Although
he needed time to adapt, which he wasn’t afforded, Thomas explained how he drew upon prior
teaching practices, his best practices under pressure. “I had some students that reached out to me
that had issues about taking care of family,” so Thomas felt compelled to take on the role of a
therapist. “You know they shared some personal stuff about their home life situation that it made
it very difficult for them to participate in the class.” During Spring 2020, he recalls how much he
missed the classroom environment. “I felt a little bit more disadvantaged than I had in the past
'cause I was used to having that access. I didn't know how to deal with a lot of it to be honest
'cause I think everybody was suffering and I really felt bad for the students more than anything.”
He was delivering content that no longer felt as meaningful. “Just the environment of the place
and we lost that for a year and a half, yeah, I think, I think the pandemic really you know came
through it's definitely damaged when teaching.”
Likewise, Ashley emphasized the implementation of his online best practices when
teaching during Spring 2020. “I kept FERPA principles in mind and anytime I was pushing for
something new, I would go back and look at the letter of the policy and see if I was pushing up
against anything.”
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Several participants spoke about feeling overwhelmed and unprepared while protecting
student data during Spring 2020 as the teaching method switched from in-person to online. Prior
to the pandemic, the faculty explained that the university technology teams were charged with
facilitating web-related platforms and tools for instruction. Training sessions before the
quarantine included technical assistance and support from campus staff in a hands-on manner.
Training workshops served as a valuable opportunity for questions and answers. However,
during the transition, these opportunities were perceived as eliminated. Most participants in the
study explained they were given a template and expected to personalize and supplement it but
were not given any information on how the change might affect the security of student data or
protection of the records while in the online environment. MKI described that “without proper
training” in course design, he had no way of knowing if he was “properly protecting” student
data.
Because of the lockdowns, most faculty panicked. Five of the educators felt they had not
received training or assistance that prepared them to protect PII and felt weak in their
development. “Talking to 36 icons virtually I had no idea who was there, in the room, in the
background, cameras off. This was a challenge,” according to Thomas. Likewise, Lola felt that
“seeing families, their house, their siblings walking in the background, that semester we weren’t
prepared, and I was concerned.” Ann recalls feeling “worried and overwhelmed, I had no
training.” MS remembers “the crazy learning environment,” and MKI agreed that “not seeing the
students” and the scarcity of FERPA training during Spring 2020 significantly contributed to
their vulnerability in protecting PII. Moreover, in an online format during the pandemic with
many cameras off, Ann recalled, “I often had no idea who was on the other end.” Regardless, she
avoided asking students to turn their cameras on because she drew upon her past experiences as a
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student herself. Lola too said, “I had experience learning online” while putting herself into her
students’ shoes, she was able to identify and sympathize with them. Belle experienced the
“hardships and frustrations” from her own perspective as a current student. Being both faculty
and student gave her clarity in her daily journey during Spring 2020 and the need to protect
FERPA as best she could. Bringing FERPA practices or future training into their perspective as
prior students can help faculty empathize with what their students go through and feel more
inclined to protect this information beyond just a policy perspective. This role reversal is
important to draw upon when informing their practices. Participants explained that they lacked
time, which could have afforded them knowledge, organization, and structure to discipline
students for ignoring policy outlined in the syllabus. Yet, experiencing both a faculty and student
perspective “We didn’t know if this was right or wrong,” Ann explained. A policy that required
attendance during their in-person instruction and an arena where Ann could see the students in
her class was no more.
Five of the participants engaged in some FERPA activity, whether formal or informal,
and felt a bit more prepared, several others relied on co-workers as a resource while converting
their curriculum and considering protecting student privacy. MS reached out to “our department
secretary who connected with others and then reached back in a day or two.” MKI also turned to
colleagues in search of guidance about the ongoing changes “what to do and how to do it.”
However, Lola, experienced in online learning herself, “felt unconvinced that with her prior
training and knowledge and through interactions with other colleagues, that her actions were
protecting student data. “Yes, I was prepared but on the other hand I would say you know we
didn't have those kind of conversations.” Lola admits “speaking with other academics, they said
the main concerns were things like you know- do I meet with students? how do I teach? how do I
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change my course to get an online environment? Students’ privacy I think you know wasn’t
always at the same level of concern like it hasn't really increased or decreased.”
Most of the participants reported that they used university-sanctioned Microsoft Teams
and Blackboard as a workspace for real-time collaboration and to communicate with students.
Relying on previous training, that semester Ashley told his students, “I intended to record
lectures and that if I did, then anything they said could become permanent, you know people
come back and review it later.” Gail recalled, returning after spring break “we were told we’re
going online and so I try to adapt material from the online class that I had to this synchronous
course.” The lessons and classes were held through Microsoft Teams “like before.” Despite a
“lot of transition and technical difficulties etc.” with that technology, she tried to use her prior
knowledge of the system to “make sort of a fusion.”
Needs for Teaching and Protecting FERPA

By identifying successful strategies, best practices become instinctual rather than
something faculty will need to draw upon in the hybrid model. Institutions will be able to use the
information collected in the research study to improve their online training while protecting
FERPA. Should another situation arise, there should be no doubt about faculty knowledge and
their action to protect FERPA during the new hybrid model of teaching. The outcome of this
study will inform faculty of best practices for protecting student data and will also highlight
characteristics of protecting student data while teaching online versus teaching in person. Given
this, most faculty expressed concerns that their lack of preparation may have contributed to
losing sight of protecting student data during Spring 2020.
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The faculty participants spoke frequently about their difficulty navigating online
instruction while not crossing the line in engaging student behaviors that potentially breached
FERPA, and their need to understand how to protect FERPA while teaching online. Without
proper training, they were uncertain of university policies covering student data protection
during this time. The lack of an educational plan to address student privacy and information
security issues during the adoption of new online instruction contributed to an absence of
transparency.
I quickly discovered that participants were extremely concerned about their lack of
guidance and FERPA resources during the Spring 2020 semester. As their desire grew to learn
more about student records, legal requirements, and implications, and FERPA in general, they
acknowledged they had more questions than answers. All would have liked to have access to
resources that they did not have, workshops or training that they did not attend, or other training
activities they did not participate in because they inadvertently failed to seek out FERPA
resources to inform student privacy protection, mainly due to lack of time and challenges they
faced during the shift to emergency remote teaching.
Lastly, this study explored faculty perception, their reflections a year later, and the need
for further development when it comes to protecting student information. Most participants
recommended areas of support and guidance that could have enhanced how they protected
student information in Spring 2020 and the need for development in this area. It demonstrates
how changes in the educational landscape must progress over time, as highlighted in the
participant’s narratives.
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Identifying Needs to Protect FERPA in eLearning: Yearning for More

After listening to the faculty participants’ experiences during Spring 2020, this study
established that, for faculty to successfully protect student information when teaching remotely,
training opportunities of FERPA are beneficial in their preparation to teach online and protect
student data. All ten study participants indicated it is critical to have consistent training and
support to improve their preparation. All ten participants felt they needed institutional support to
convert the curriculum to the online format while implementing best practices for FERPA. Ann
suggested “online platforms, video training, and feedback.”
Most participants were only teaching online courses during Spring 2020 semester
because of the rapid change in the educational landscape due to the pandemic. MKI explained,
“all of my courses were in-person,” as he expressed concerns transitioning from their traditional
setting into the online environment most likely violated student privacy, while others like Gail
added, “we experienced challenges protecting student PII.” All of the participants felt that
specialized training in the areas of privacy and online instruction were necessary to effectively
convert face-to-face instruction to an online format. Ashley, Belle, and James wanted more
training specific to the Blackboard and Teams environment because, as students and teachers use
this format to interact, assign and complete assignments, incorporate video conferencing, and
post in-discussion groups, training is needed in how to protect FERPA in this new environment.
James shared that this was very important to him because during Spring 2020 “I did not know
how to deal with online discussion boards. I guess it needed to be because like I said I actually
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wasn't sure what was acceptable I only learned it seems like this system is the university
system.”
While the study identified faculty participants with different levels of prior FERPA
experience that may have influenced how student information was protected during Spring 2020,
seven participants specifically highlighted the need for FERPA training and resources, and while
not directly related to the aims of the study, three participants were yearning for more training
and guidance on teaching remotely. Given my findings in other sections about confidence in
teaching, it could help improve their ability to protect PII, as participants identified areas in
which they needed further development and resources for protecting student information.
Incorporating technology into instruction for all subject areas was specifically important to
participants that had a Lab element to their instruction. According to Ann “the classes I taught
didn’t translate easily because of the clinical element” so training addressing this particular issue
in the online environment is important.
Since every faculty member was forced outside of their comfort zone, they mainly
agreed, the key to getting resources for faculty was for the faculty to be open and honest about
what worked and what didn’t work for them during the transition. Faculty buy-in has been found
to be a significant obstacle in effective instruction and design (Allen & Seaman, 2018). During
our discussions, all participants sought to engage in understanding FERPA and, by sharing their
personal experiences, contribute to a practice that could be implemented by the Institution for
future training and guidance.
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Consequences of the Shift

The conversations with participants showed their frustration over their perceived lack of
resources and consistent training in FERPA when teaching remotely. According to Gail, “I didn't
know how to do it, and I knew that if I screwed up, if I did a horrible job, that might be more of a
speed bump than going dark.” When asked to reflect on their experiences with FERPA training
during the Spring 2020 semester, some participants expressed feelings of defeat, foolishness, and
a need to survive. Claire discussed survival mode, “I don’t know how we did it, I don’t know
how it happened. It wasn’t pretty but we managed to do some form of delivery of all the
content.” The engagement was critical and yet “it felt impossible” to Lola. The disconnect just
from the student but from colleagues was difficult. “I was alone in my basement,” Belle said as
she took a deep breath. She was missing the interaction, advice, and support that you get from
seeing people in the halls, on-campus or face-to-face “that was part of it.” She discussed the need
for the university to create more structure and provide documented guidance “a checklist, a form,
something.” During the change to hybrid education, faculty recommended the university review
its laptop program, including repair and support, while in a remote setting and Claire added the
importance of administration investigating a way to provide “internet access” due to limited or
faulty connection.
The faculty were vulnerable, as were student data. Faculty perception about counsel to
determine applicable federal, state, and local requirements while protecting student privacy was
inadequate. MKI recalls, “I don’t think the university gave us the support that we needed.
Universal resources about protecting student data during the transition to an online teaching
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environment were very limited or maybe not available. “To have like a webinar just to you
know, just make sure I’m doing the right thing” was one way MKI described support he needed
from the university. James, however, transferred some FERPA skills from his traditional course
but felt this training was outdated and, therefore, irrelevant for teaching online. “The university
should have provided more resources and opportunities” to its faculty during Spring 2020,
“specifically how to deal with online discussion boards.” Another insight presented was for the
faculty to receive additional support from the online learning teams. MS explained that during
“training offered by TLTC the class content that went online for several years was suddenly
brought back without telling me anything or any focus on students protections.” Several faculty
members believed that resources offered to primarily classroom instructors about pedagogy, use
of websites and video content did not include FERPA, university policy, and MKI felt that there
was “no guidance, no one telling me to do it like this or don’t do it like this, or look out for
records or anything,” and the University provided no written material on the transition “no the
university never offered any training or anything in writing about FERPA, at least not to me”
concluded MKI because the assumption was that none had been developed. According to James,
“I assume I received FERPA training, but I just don’t know.” Similar to James, Ann said, “No, I
don’t even think FERPA was mentioned, and obviously because I don’t know what I was
supposed to be protecting I feel really ignorant.”
There is a need to explore these questions further as it could provide useful information
and strategies for other faculty. Most participants continued to express concern over going into
survival mode. Through non-verbal cues, feelings of somberness, deficiency in preparedness,
and vulnerability were evident in the stories they shared. When asked what areas of support or
training would have enhanced the protection of student information or their development in this
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area, many participants believed seminars, memos, flyers, or a checklist on protecting PII would
have enhanced their experience.
Plunged into survival mode during a pandemic, Ann did not seek out FERPA training “in
the chaos of the transition it just never entered into my head.” Feeling somewhat distraught about
the position she was in; Ann wanted more information. “What do I need to protect, what is a
student record? Mainly I think it would probably be easy enough with like a memo and just like
reminders. Hey, listen, you know, email reminders, you know here's what we need you to do you
know. Here's the things we need you to consider. I think that probably would have been good
enough.” Everyone wanted more resources and someone to curate a checklist for them. Thomas
thought providing a “simple document” directing faculty where to go, who to contact, would
suffice.
MS maintained that she sensed during Spring 2020 that the “university lacked in offering
guidance in protecting and sharing personal information.” Frequently asking herself questions
about student privacy as students in her virtual classroom “constantly ask how they are doing in
the class…they will openly say what’s my grade? They were so anxious about their grades, they
were stressed, the context did not mean much.” Ashley echoed the sentiments of his peers, “a
specific FERPA-based guidebook of transitioning to synchronous online, something really
simple right with bullet points that say: you know what you need to do if you wanna record
classes.” He wanted the institution to pay more attention to helping faculty understand FERPA
policy and the implications for violating it. “What does recording a session with a bunch of
students even mean? I still don't really know the answer to that because the FERPA policies
aren't super clear- right. It would have been great if someone had said like yes you can record.
Here's how to do it properly. Here's what to tell the students. Here's how to get consent- right.
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Like that kind of stuff, specific to switching to synchronous lecturing – right.” Faculty know that
records are permanent, and a template will go a long way. “With breakout rooms and recording
everything like that chatrooms- right people are typing in chat. Those are permanently online
now. Now, a year ago, go and read the chats of lecture five you know. So, what does that mean
to this day- you know? I don't. I've never had great guidance on those things.” Participants felt
issues related to training and FERPA comprehension were the greatest during Spring 2020.
Burgess and Sievertsen (2020), illustrated these barriers noted by the faculty support the current
literature.
During the interview discussing faculty perceptions about protecting student data while
transitioning to online instruction, raised many questions from participants. Faculty were
yearning for more information. Incorporating strategy, MKI addressed his need “to be told or
given more time to investigate.” Communication was also crucial. Participants wanted to know
how to communicate effectively on discussion boards, email with an individual student and when
providing feedback. Claire said, “I always have to tell students…no you can’t email me from
your Google account, no I can’t have you call me from your personal account, we have to talk
through TEAMS so I can verify you.” But she doesn’t recall training on these practices to be
available during Spring 2020. Instruction on proper communication and mechanism to offer
feedback, more directed at how an instructor could or should communicate “online etiquette”
would have been very helpful.
MKI believed the department and school could have done more. “I don’t think I was
informed. I don’t remember any emails or anyone saying anything about FERPA.” The feeling of
uncertainty and their desire to safeguard FERPA protected information in the online environment
was taxing. At the onset of our interview, M.S. strongly believed she was protecting student

102
information in the same way that she had prior to the Spring 2020 semester, but midway through
the interview, she began to second-guess herself, “but what you can do in class and what you can
do in the remote setting is really kind of different. I have to say, so then I was not as prepared
when it first presented itself.” She strongly suggested that the institution provide more effective
guidance about transitioning to online instruction and protecting privacy during a pandemic.
Most face-to-face classroom instructors believed, and literature supports that online instruction is
not an effective method of instruction (Bettinger et al., 2017), especially in the rapid transition
during Spring 2020.
Faculty participants acknowledged they had no power to do more than try to consider
student privacy while transforming their educational process. But realistically, instruction
through the e-Learning environment, online class activities, and students oversharing personal
information may have resulted in a breach of FERPA. All of the participants wondered if the
online systems were considerate of student PII, and if other types of online educational materials
such as videos and tutorials releasing metadata that tied back to the student abused privacy. As
participants wondered “was PII information from education records implicated?” Most suggested
a more comprehensive look at the technology and its implications on privacy and suggested the
institution develop and distribute literature to explain these phenomena.
Emergency technology accommodations during COVID-19 did not permit for integration
of training, technology, (Ewing & Cooper, 2021), student privacy and forum to transition from
face to face to online instruction, possibly inhibiting the process to protect student privacy. Claire
commented “while I don't remember specific training that I've been through, I know I’ve been
through some,” she suggested a university checklist to mark off main FERPA points that faculty
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can acknowledge with a signature receipt “because there are things that are new or different or
knowing not to accidentally violate their rights is important.”
As faculty, participants continued to express concerns about online instruction during the
pandemic and protecting PII, they found it hard to find balance without resources. They shared
ideas of what could have been provided to them or done differently to prepare them, what they
could have done differently to prepare themselves. Gail felt “there's a knowledge gap between
me and FERPA, maybe because I'm an older teacher, maybe younger teachers know about this
already. So, I think if anything I would like to have been more prepared to know how to deal
with this privacy issue as we went remote and how to protect their privacy.” Most of the
discussion around institutional support centered around the shift of all instruction to an online
environment, the lack in quality, consistency, training, communication, and most of all time.
“The pandemic surprised us,” said Ashley. Trying to reproduce the “normal” was an adventure.
There was no investment in the workforce. Many were furloughed or let go. Most agreed that a
substantial investment into the support while shifting online would have prevented many of the
participants from guessing or “doing what felt right.” The culture and “engagement from the
university” is important for success, said MS.
Summary
As the COVID-19 pandemic rapidly moved across the globe (Johns Hopkins University
& Medicine, 2020) and instruction on how to shut down education around the world was being
discussed, institutions of higher education were rushing to find practical ways to continue
operations. Prior to COVID-19 the longest recorded shutdown of any US institution of higher
learning was in 2005 during Hurricane Katrina (Lipka, 2005). As institutions were forced to take
drastic measures such as closing campuses to protect the community, Erdley (2020), addressing
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effective delivery in instruction, pointed out that minimal historical references were available to
serve as a guide.
This chapter presented an overview of the findings of this qualitative study along with the
narratives of how these findings supported the three research questions. This study discovered
the meaning of how faculty during Spring 2020 and their lack of preparation to teach online may
have contributed to losing sight of protecting student data during that time. This chapter
presented my findings and provided explanations about several emergent themes revealed during
the interview process. In Chapter 5, I will discuss the results of the study, conclusions based on
the findings, and implications for future practice. I will provide recommendations for future
research.
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Chapter V
Conclusion
The objective of this chapter is to summarize the purpose, population sample, method,
research questions, results, and conclusion of the study. This qualitative study explored the
perception of faculty during Spring 2020 and the effects of COVID-19 as it contributes to
understanding the experiences of faculty in preparation to protect student privacy while
transitioning from in-person to online instruction during Spring 2020. Without universal
standards in place, each faculty member had to formulate their own training from in-person to
eLearning instruction, leaving many unprepared to transition and protect student privacy. This
final chapter presents an overview of the study based on the findings addressing each of the three
research questions. The chapter concludes with a discussion on the implications for the practice
of faculty transitioning from in-person to virtual instruction while attempting to protect PII. I
offer suggestions for future research on the ways in which the shift in instruction resulted in the
need to understand the faculty’s experiences and challenges while protecting student privacy
during Spring 2020.
Summary Discussion of Purpose

The Family Educational Rights and Privacy Act of 1974 (FERPA) (Elliott et al., n.d.),
created by Congress, intended to protect the student’s right to privacy, their education records,
and their personal information from disclosure to third parties (Weeks, 2001). After many
amendments that bolstered its authority, FERPA regulates institutions in terms of handling
student records, student data, and student information sharing (Baker, 2009). According to
Rydell (2009), FERPA is also one of the strongest privacy laws in our nation. Prior to FERPA
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legislation, there were minimal policies focusing on the protection of student records and the
handling of such records. According to the Bureau of Labor Statistics (2020), although FERPA
legislation may be familiar to administrators working in the Registrar’s office at higher education
institutions, faculty may be unaware of the requirements and may not know if and when they are
in violation of the FERPA policy (Hillison et al., 2001). Acknowledging that education has been
affected by a pedagogical shift from face-to-face learning to online instruction (Lederman,
2020), I remained receptive to the idea that faculty can look at their own experiences within the
institutional setting to help find ways for improving online instruction while also protecting
student PII.
Today, the FERPA law is applicable to all higher education institutions receiving federal
funding under any program governed by the Secretary of Education and is regulated by The
United States Department of Education Family Policy Compliance Office (FPCO) (United States
Department of Education, 2020). The purpose of this study was to contribute to the knowledge of
Faculty, FERPA, and COVID-19 and understand the experiences of faculty at post-secondary
institutions, in their preparation to transition from in-person to online instruction while protecting
student privacy during Spring 2020. This study also aimed to understand how knowledgeable
faculty were on the FERPA rules and their perception of how ready they were to protect student
information. The summarized conclusions of this qualitative study were based on the following
research questions:
1. How do faculty perceive they protect students’ information as it relates to FERPA while
teaching remotely compared to teaching in person?
2. What experiences, if any, do faculty draw upon to inform their practices when protecting
student privacy and information when teaching remote?
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3. What needs, if any, do faculty have related to better protecting student information when
teaching remotely?
Study Design

Qualitative research methods were chosen for this study because it permitted the
researcher to elicit a deeper understanding of the participants’ experiences and how they made
meaning of these experiences (Bogden & Bilken, 2007). Narrative methods informed my choice
of interviewing as I collected the faculty’s own stories about their experiences at Sapphire
University. Utilizing purposeful sampling (Creswell, 2012), I intended to get a group of
undergraduate and graduate faculty members who met the following criteria: (1) scheduled to
teach a course in-person or on-campus during the Spring 2020 academic term and (2) needed to
transition to online or remote instruction during the Spring 2020 academic term due to COVID19. Working with the University’s Relations Team, ten participants were recruited over a 3month period through email outreach. Each participant meeting the inclusion criteria joined me
in a 45-minute semi-structured interview.
Interviews were recorded, transcribed, and analyzed. Names and personal identifiable
information were replaced with pseudonyms to ensure participant anonymity. Using codes such
as FERPA, faculty, preparation, training, and pandemic, I made connections to prior data in the
literature that was relevant to the study. The data from the first cycle was used to group the
summaries into pattern themes (Saldana, 2013), to answer the research questions, and to form
conclusions and implications for this study. From this two-stage coding method analysis,
summarizing each interview into a narrative, I pulled quotes and phrases from each transcript to
develop a consistent narrative, depicting the experiences and challenges participants shared.
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The Future after COVID-19

This study was important because, by exploring the experiences of faculty in Spring
2020, these findings can help navigate the future of education post-COVID-19.
Institutions of Higher Education fought as they were introduced to a unique challenge
during Spring 2020. On March 6, 2020, the University of Washington became the first institution
to cancel in-person instruction (Smalley, 2020). By mid-March thousands followed with
shutdowns. This Pandemic prevented students from participating in face-to-face instruction.
While online education provided an opportunity to continue education outside of the classroom,
training to transition was limited and protection of FERPA was often misplaced. During faculty
reflection, as our discussion turned to the present and future, many felt uncertain about what the
future of instruction in higher education will look like. According to James “it might be difficult
transitioning back again.” Likewise, Lola wondered if “the quick transition to online will be as
quick back to in-person.” Cautiously offering outlooks on lasting effects and our new normal,
most participants looked forward to returning to the in-person mode of instruction as the world
moves forward and past COVID-19. Thomas was elated “learning that we can go back because
of teaching a hands-on class we need to meet in person.” Ann and Belle also looked forward to
being able to offer their clinical course load and labs in person once again. Others like Ashley
discussed how they thought that “regardless of an in-person call back,” the traditional instruction
will continue to “blend with online instruction” said Gail, because of the pandemic.
The rapid change to an unexpected shift to online instruction, combined with mandated
school closures due to COVID-19, presented me with an opportunity to explore the experiences
perceived by faculty at an institution of higher education, protecting PII as it related to FERPA
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during Spring 2020. This was a unique opportunity during which ten participants involved in the
study shared their perspectives through stories that described their hardships transitioning to an
online method of instruction while battling technology, lack of training, and illness during an
educational crisis, which may have resulted in a FERPA violation.
This section will highlight the findings of the study and discuss how these findings
supported the research questions. Current literature has not delved into the need for future
research into the effectiveness FERPA training can have for faculty rapidly transitioning to
online instruction, the challenges faculty face adhering to FERPA when teaching online in
comparison to in-person, and a better understanding of how preparation to protect student
privacy plays out within online education.
The rapid shift to online instruction altered not only their style of teaching but their
ability to protect PII. The role their institution played during COVID-19 in addressing training
was crucial. Reflections provided insight into the faculty’s perception on how the pandemic will
impact the future of higher education institutions, obviously a point of great concern. The new
normal and lasting effects, striking a balance between face-to-face and online instruction is
something that needs further exploration as we continue through our new reality of education in
a pandemic atmosphere. Therefore, the findings of this study provide a greater understanding of
the faculty experience during Spring 2020, revealing the importance to inform future literature.
Protecting FERPA

Devoting a large portion of time to research question one, I wanted to explore faculty
preparation and experiences protecting PII while teaching online prior to and during Spring
2020, I focused primarily on the faculty’s consideration of FERPA policy and practices, and
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sense of preparedness in protecting student information as the method of instruction switched.
The first research question aimed to identify what faculty were doing to protect FERPA while
adapting to an online method of instruction. Participants shared valuable stories about their
experiences pre-pandemic and during the pandemic in their shift to online instruction. They were
also concerned about moving forward in this new reality. Participants were encouraged to share
experiences about their rapid transition, specifically their strategy to protect student data during
the Spring 2020 semester and their adaptive teaching techniques. In response to research
question one, most participants explained they were inexperienced in FERPA, have never taught
online courses, and believed they had not protected FERPA while transitioning to the eLearning
environment during Spring 2020. Mohr & Shelton (2017) revealed that critical topics needed in
faculty training were issues on legal policy. Forced to change their teaching style, most were
exclusively focused on building out their content and adapting it to the online environment.
Khusuma (2020) suggested that teachers were compelled to alter their teaching to create new
learning experiences.
Because most participants felt anxious about the lack of time to prepare and organize for
the sudden change, they acknowledged that their protection of student data was compromised.
As all were trying to manipulate their course content to fit into a remote setting, six were
teaching lab-based coursework that could not be easily manipulated into an online structure. This
literature supports the results of a study by Cook (2007) that showed online instructors needed
training in a similar format to the one they were expected to be teaching in. For many instructors,
their mindset during the pandemic compromised their strategy to prevent disclosing personal
student information. Although most participants attempted to adapt by reducing online
comments, avoiding sharing grades, using only institutional approved technology for
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communication, in the unfamiliar remote teaching structure utilizing strategies and tools they
struggled to adapt their pedagogy to fluctuating situations. Unreliable Internet access, changing
personal needs, and unclear or shifting educational directives (Trust & Whalen 2020) left them
unable to control their environment. This is significant because the pandemic altered their lives
and teaching experiences in ways no one could have imagined.
Most participants acknowledged that in the rush to concentrate on content several put
student privacy protection in their rearview. While two reported feeling extremely comfortable
adhering to FERPA, by avoiding phone calls or emails from unknown accounts, the challenges
they faced in this unprecedented environment were nowhere near efficient. While the narratives
identified that some faculty were more impacted than others in the shift to instruct online, all of
their lives were altered in an unprecedented way.
Based on the responses from participants, prior to the pandemic, there was a mix of
reactions to how faculty protected FERPA. Most were comfortable with privacy protection in a
face-to-face setting. The shift to a virtual classroom was hard to manage as expectations to
protect privacy were not set or enforced. Training is a topic often mentioned in current literature
about online teaching during the pandemic as a necessary tool to support teachers. (Burgess &
Sievertsen, 2020).
The findings of this study are consistent with the findings of Turner-Dickerson’s (1997)
study focusing on FERPA training, awareness of FERPA violations and legal ramifications, and
FERPA training for faculty and staff. In Turner-Dickerson’s (1997) study, her findings suggested
that faculty were the least informed regarding FERPA, despite the importance for all university
faculty and staff to be knowledgeable.
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Faculty Experience and Instinct
The second research question in this study sought to understand the experiences the
faculty drew upon protecting student privacy and how these practices were developed, what
aspects of prior FERPA training influenced their practices most, and if faculty pursued additional
FERPA resources to learn how they protected PII while teaching online. It was important to learn
about their thought processes, experiences, and dependence on instinct.
Each participant was asked to elaborate on the steps they took as they relied on prior
understanding, practice, and instinct in their approach to protect privacy while transitioning to
eLearning. Most reacted similarly, explaining they incorporated prior training and experience
during Spring 2020. Faculty members slowly progressed from a state of survival and fear to a
state of evolution. With vague training, they resorted to learning from colleagues, relying on
instincts, and reverting to prior FERPA training when possible. Agnello (2020) insisted teachers
needed training.
Mainly without a foundation or understanding of FERPA in the online environment
participants turned to implementing what they considered to be their best practices and trusting
their own intuition. Relying on previous knowledge, past training, prior employment, and their
own experiences as a student or parent of a college-aged student, none of which significantly
increased their knowledge of the law, participants explained they did the best they could with
what little resources they were given in a time of despair, confusion, and increased concern.
These perspectives seem to support literature presented by Lederman (2020), suggesting that the
protection of student data has been affected by a didactic shift from in -person to virtual
instruction.
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In terms of applying past experiences, some participants expressed concern about the
effectiveness of their practice to get creative and noted that engaging in self-directed ongoing
practice, conversations with family and friends, and collaborating with colleagues was a helpful
way to adapt their prior FERPA familiarity and method in the current situation.
The findings of this study relate to the results of a study conducted by Sayer in 2005. Of
24 individuals responsible for the implementation of FERPA and guidance on their campuses
participants thought they could do better when attempting to comply with FERPA. Sayer (2005)
proposed that resources and training be provided to assist institutions of higher education with
the understanding and compliance of FERPA. Adeedoyin & Soykon (2020) rationalize that
teachers were not ready to deliver instruction due to the pandemic.
Faculty Needs and Lasting Impacts

The third research question was the most comfortable for participants to address as it
focused on their reflections over the past year. It addressed their needs following the COVID-19
outbreak in their rapid shift to delivering instruction online. It looked at how they protected
student information pre-pandemic and during Spring 2020. To close this study, areas in which
faculty felt they needed further development in protecting student information and enhancing
how to protect student data were addressed.
This interview question was designed to gauge the needs of faculty from institutional
support to guidance and training. When I asked them to illustrate which areas of support or
training could have enhanced how they protected student information during Spring 2020, many
felt they needed further development in this area. While most participants were only teaching
online courses during Spring 2020 semester because of the rapid change in the educational
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landscape due to the pandemic, they equally voiced alarm about transitioning from their
conventional instruction into the online world. Due to the challenges they all faced adhering to
FERPA during this rapid shift, this likely led to circumstances, which put student data at risk.
Half of the participants expressed a lack of FERPA training and knowledge, but all experienced
challenges during the shift to remote teaching. Overall, participants felt overwhelmed and
unprepared to protect PII.
Based on the interview responses, faculty were delivering curriculum-based on face-toface instruction and not one developed for online instruction. The greatest barrier to converting
curriculum for online instruction during COVID-19 were related to technology, lack of onlinebased materials for instruction to transition, and inadequate training. Some faculty reported that,
while they did receive pre-transition instruction from administrators, it was limited in scope and
did not provide a guide addressing privacy protection. Participants in this study made
suggestions for areas of support that, if provided by their institution, would have enriched their
transition to the online setting and supported growing practices to protect student privacy.
Faculty wanted to help in understanding and navigating the technology. Several
participants noted that, had they been better prepared to shift their in-person course materials to
an online design, it would have been easier to ensure a continuity of learning for students at a
distance and it would have significantly reduced the stress of transitioning themselves. This was
particularly true for those lacking in strong technical skills or prior experience teaching online.
Others wanted assistance with understanding how incorporating audio and video affects privacy.
As more information was placed online, faculty were unaware of the increased dangers in data
mining, resulting in a potential threat and breach dealing with student privacy. Over half of the
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participants identified areas of Blackboard (specifically discussion boards) and Teams (primarily
recordings) in which they would like further development.
One challenge identified in this study was the perceived lack of resources available to
faculty on FERPA. This lack of opportunity to seek out additional help, combined with the
institution not mandating training during Spring 2020, contributed to misperceptions and
increased challenges for faculty teaching online while protecting PII. It is hypothesized that more
participants are less likely to voluntarily complete a learning module (Hodges et al., 2020) if it
requires more effort than they are willing or able to give, as was evident during the pandemic.
Limitations

Limitations from this study include my personal experiences with FERPA possibly
conveying certain biases to this study as a researcher. Participant bias (Noble & Smith, 2015)
may be shown. Another limitation of this study is the potential for the observer effect (Bogden &
Biklen, 2007). The narratives may not represent the experiences with FERPA and the training of
all faculty. Disciplines across the institution may generate a different approach to training,
thereby affecting the findings. This study is not a historical review of FERPA, FERPA
implementation, compliance, or legislation and only shows the skills of a particular set of faculty
members. The small sample size and geographical location of this private institution is also a
limitation. In addition, prior faculty experience with FERPA may lead to results that are not
generalizable.
This qualitative study, based on a specific subset of faculty, leaves room for limited
knowledge about campus policies and procedures. There may be different needs for staff and
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students because this study will only look at faculty in a small sample from a small private
institution.
Implications for Practice

Some specialized training to be provided should include 1. A Q&A forum on how to
convert face-to-face curriculum to an online format without violating FERPA, 2. How to use
Blackboard and Teams without compromising PII, 3. A step-by-step training guide addressing
what to do, and how to do it, 4. A checklist to mark off the important items to consider while
instructing online and safeguarding student privacy, 5. Help to navigate the technology, video
recordings, etc., 6. Development of an emergency remote instructional chart to guide faculty in
preparation for the next emergency or continuation of education during the pandemic, consistent
with the advice of Education International (Hodges et al., 2020).
Participants were concerned that, in some way, they failed to protect FERPA, and most
suggested the institution provide a webinar or checklist. While participants may make a wrong
decision, the results of this study indicate that even some simple exposure to the FERPA law can
increase awareness. These findings should alert administrators in higher education institutions
that exposure to the FERPA law, specifically in transitions from traditional instruction to online,
can help to inform faculty of the legislation and may serve as a mechanism to ask themselves
‘am I protecting student privacy until a more formal program can be delivered’.
Highlighting the need to include faculty input, this study suggests that institutions
incorporate training to the pedagogical aspects when transitioning courses to the eLearning
environment, particularly in efforts to protect student privacy while teaching online. Relying on
the narratives shared by the participants, including the results of this study, it is imperative to
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provide faculty with some comprehension of FERPA. If the expectation that faculty compliance
to protect PII while teaching online exists, then administrators of institutions of higher education
must consider a mechanism to provide such training.
The results clearly showed that drawing upon a variety of sources and different methods,
educators in this interview were uncertain about student privacy protection during the transition
to online instruction in the pandemic. Many participants expressed frustration over their
perceived lack of understanding FERPA and understanding it in the online environment. More
than half admitted they failed to think about PII at all. Regardless of the participants’ changing
attitudes, many felt that educators need more training in teaching with technology to protect
student privacy.
Additionally, the faculty asked many questions because they wanted to know if they were
mistaken not to seek out additional FERPA resources during this unprecedented time. All were
concerned that the crisis mode during Spring 2020 had potentially jeopardized student privacy.
Most participants expressed concern that the rapid change in instruction from in-person to online
contributed to possible consequences for FERPA non-compliance. None of the interviewees
were able to state that a training was provided to faculty at their institution during Spring 2020
and felt that the perceived training methods during the transition were inadequate. The consensus
of all ten participants interviewed was that a FERPA training during the hurried transition from
face-to-face to online instruction should have been implemented to assist faculty in protecting
PII.
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Recommendations for Future Research

The COVID-19 outbreak exposed a significant variation in the educators’ readiness to
protect student data while transitioning to teaching online. The thought that almost every
instructor will be teaching online seemed not only unbelievable but impossible (O’Keefe et al.,
2020), yet it occurred. While faculty who used technology more frequently in their practice
reported an easier transition, most seemed to be learning as they went (Foulger et al., 2017) or as
in the case of my participants “winging it”, therefore, paying little or no attention to FERPA. It is
risky, and precisely why faculty need to revisit how they are protecting this data and being
guided. Based on the results and conclusions drawn from this study, further recommendations for
further study are suggested.
This study found that overall, because of the pandemic and forceful university shutdowns
in Spring 2020, there was limited time to transition from in-person to remote instruction, leaving
most faculty at SU without the fundamentals of FERPA to properly comply with the legislation.
Without the extra time to prepare and without reinforced training in the comprehension of the
FERPA law, faculty are unable to protect it. A continuation of this study for further research to
replicate the study at multiple institutions of higher education for comparison would be
interesting. This may provide insight into the challenges and applied experiences by faculty
within various environments when protecting PII. A deeper dive into the makeup of faculty
would also serve to refine best practices and offer recommendations about the mode of FERPA
training delivery.
Due to the unforeseen worldwide emergency closures of schools due to the pandemic,
faculty quickly found themselves on the frontlines and in unfamiliar territory (Joynes et al.,
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2020) trying to transition from an in-person curriculum to virtual instruction, navigating
technology without adequate training while protecting student privacy. The findings from this
qualitative study can contribute to mounting research about Faculty, FERPA, and COVID-19.
Institutions, administrators, and faculty would benefit from the findings to gain insight as to how
faculty perceived that they were protecting student privacy during the rapid shift from in-person
instruction to instruction online due to COVID-19 and what faculty think could have been
improved during the process. This study can provide accounts from faculty about instruction
during a significant time of fear and instability in the educational arena. For future contributions,
this study can prepare institutions of higher education to plan for unnatural events, such as a
pandemic, by addressing the needs of faculty in transitioning from in-person to virtual instruction
while also protecting FERPA. This study can be used as a tool for administrators to provide
guidance and training in the new hybrid environment.
Additionally, while this study focused on understanding experiences in the preparation of
faculty to protect student privacy while teaching online, this study and future studies extending
from this topic may consider exploring the challenges faculty face while protecting FERPA
during a pandemic. It would be riveting for a future study to dive deeper into understanding how
the pandemic and the rapid mandatory shift to online instruction affected the students in the
higher education program and how their privacy was jeopardized to gain a perspective from the
learner’s viewpoint.
This study intentionally focused on a small sample size and specific geographical
location of one private institution, that demonstrates the experience of a particular set of faculty
members, but feedback from faculty in other areas of education or institutions could help to
explain how to protect FERPA while preparing for online transition even further. Another
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interesting area of research would be to study the perceptions of faculty about online instruction
before and after COVID-19 since the quarantine forced them to switch from classroom to online
instruction, which many had no intention of doing prior to the pandemic. Finally, a study of
faculty that have returned to their classroom to teach face-to-face after being forced to teach
online because of COVID-19 would also allow for a discovery of a completely unique look at
faculty practices and opinions.
Recommendations for Future Practice

Studying the faculty’s experience during the swift transition to remote instruction caused
by COVID-19 during Spring 2020 while attempting to protect FERPA has identified gaps in the
effectiveness of the training of FERPA for faculty who are teaching online and the challenges
they face adhering to FERPA when teaching online in comparison to in-person.
Recommendations for institutions of higher education to provide a stronger instructional
experience online while protecting PII, not only during a pandemic but as instruction returns to
the classroom, are the following:
1. Develop an improved assessment and provide clearly written guidelines for faculty and
communicate how and where faculty can find these resources paired with online
instruction and FERPA more quickly and easily.
2. Create a standard template that can be adapted regardless of the discipline.
3. Traditional faculty are hesitant and underprepared about technology and incorporating
technical skills necessary for online instruction. Providing supplemental training through
a forum, webcast, and virtual drop-in sessions can help faculty be more efficient during
times of transition.
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4. Training to understand the unique learning environment to adapt content and instruction.
5. Institutional policies and procedures were not considered a priority in protecting student
privacy. Providing a document or links to outside resources will help faculty be more
successful.
6. Legislative review of the current FERPA policies and amendments to the law to address
FERPA and virtual instruction during a pandemic.
Final Conclusion
The introduction of the COVID-19 pandemic during the Spring 2020 academic semester
raised questions about the impact of protecting FERPA while rapidly shifting from an in-person
to an online format of instruction. The uncertainty of the FERPA legislation and lack of proper
training dealing with protecting PII while online has significant consequences for the faculty
member, the institution, and the student. Raising interesting questions about the impact on the
future of higher education, as online instruction becomes a priority at every institution (Gallagher
& Palmer, 2020), this study is significant, necessary, and beneficial to understanding the
evolving roles of Faculty, FERPA, and Covid-19 in higher education.
Although FERPA legislation is not new, the continued increased usage of eLearning has
contributed to many new applications of the law in higher education. As technology in online
instruction grows, we need to continue learning and understanding how faculty must be vigilant
in protecting student privacy. While this study illuminated some of the challenges educators in
higher education faced in the early days of teaching online during the COVID-19 pandemic,
additional research is needed to provide better support, preparation, and professional
development for educators to protect student data in the new hybrid educational landscape that
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has formed due to the pandemic. If institutions want to meet the rising demand for online
learning (Seaman, et at., 2018), institutions will need to adjust to the changes.
As institutions continue to implement furloughs, hiring freezes, and layoffs due to
impacts of the pandemic, there becomes an increased need to replace faculty as demand for
instruction grows (Gallagher & Palmer, 2020). This becomes an opportunity for administrators at
higher levels to adjust or reform their practices related to FERPA and to protect student privacy
overall.

123
References
Adedoyin, O., & Soykan, E. (2020). Covid-19 pandemic and online learning: the challenges and
opportunities. Interactive Learning Environments, 1-13.
DOI: 10.1080/10494820.2020.1813180
Agnello, K. (2020, April 15). Teacher professional growth during COVID-19. Frontline
Education. https://www.frontlineeducation.com
American Association of Collegiate Registrars and Admissions Officers (AACRAO). (2001).
FERPA Guide. Washington, DC
2021 Best National Universities | US News Rankings. (n.d.). Retrieved February 28, 2021, from
https://www.usnews.com/best-colleges/rankings/national-universities
A Brief History of the Student Record. (n.d.). Ithaka S+R. Retrieved October 24, 2020, from
https://sr.ithaka.org/publications/a-brief-history-of-the-student-record/
A Mother Takes On MIT - WSJ. (n.d.). Retrieved November 15, 2020, from
https://www.wsj.com/articles/SB118938714106322174
Allen, I. E., & Seaman, J. (2004). Entering the Mainstream: The Quality and Extent of Online
Education in the United States, 2003 and 2004. In Sloan Consortium (NJ1). Sloan
Consortium. https://eric.ed.gov/?id=ED530061
Archibald, M. M., Ambagtsheer, R. C., Casey, M. G., & Lawless, M. (2019). Using Zoom
Videoconferencing for Qualitative Data Collection: Perceptions and Experiences of
Researchers and Participants. International Journal of Qualitative Methods, 18,
1609406919874596. https://doi.org/10.1177/1609406919874596
Backes, R. (2006). FERPA-The Family Educational Rights and Privacy Act. The Registrar’s
Guide: Evolving Best Practices in Records and Registration, 363–385.

124
Baker, C., Galemore, C. A., & Lowrey, K. M. (2020). Information Sharing in the School Setting
During a Public Health Emergency. NASN School Nurse, 35(4), 198–202.
https://doi.org/10.1177/1942602X20925031
Baker, T. R. (2005). Notifying Parents Following a College Student Suicide Attempt: A Review
of Case Law and F.E.R.P.A., and Recommendations for Practice. NASPA Journal, 42(4),
513–533. https://doi.org/10.2202/1949-6605.1538
Barron, J. H. (1979). Warren and Brandies, the Right to Privacy, 4 Harv. L. Rev. 193 (1890):
Demystifying a Landmark Citation. Suffolk University Law Review, 13(4), 875–922.
Barzansky, B., & Kenagy, G. (2010). The Full-Time Clinical Faculty: What Goes Around,
Comes Around. Academic Medicine, 85(2), 260–265.
https://doi.org/10.1097/ACM.0b013e3181c85b22
Benoot, C., Hannes, K., & Bilsen, J. (2016). The use of purposeful sampling in a qualitative
evidence synthesis: A worked example on sexual adjustment to a cancer trajectory. BMC
Medical Research Methodology, 16(1), 21. https://doi.org/10.1186/s12874-016-0114-6
Bergquist, W. H., & Pawlak, K. (2007). Engaging the Six Cultures of the Academy (Revised
edition). Jossey-Bass.
Bettinger,E.P., Fox, L., Loeb, S., & Taylor, E.S. (2017). Virtual Classrooms: How online college
courses affect student access. American Economic Review, 107(9), 2855-2875.
OI:10.1257/aer.20151193
Betts, D. K. S., & Betts, K. S. (n.d.). An Institutional Overview: Factors Influencing Faculty
Participation in Distance Education in Postsecondary Education in the United States: An
Institutional Study. 14.

125
Bickel, J., Wara, D., Atkinson, B. F., Cohen, L. S., Dunn, M., Hostler, S., Johnson, T. R. B.,
Morahan, P., Rubenstein, A. H., Sheldon, G. F., & Stokes, E. (2002). Increasing
Women’s Leadership in Academic Medicine: Report of the AAMC Project
Implementation Committee. ACADEMIC MEDICINE, 77(10), 19.
Birt, L., Scott, S., Cavers, D., Campbell, C., & Walter, F. (2016). Member Checking: A Tool to
Enhance Trustworthiness or Merely a Nod to Validation? Qualitative Health Research,
26(13), 1802–1811. https://doi.org/10.1177/1049732316654870
Bogdan, R., & Biklen, S. K. (2007). Qualitative Research for Education: An Introduction to
Theories and Methods. Pearson A & B.
Bower, B. L. (2001). Distance Education: Facing the Faculty Challenge. Online Journal of
Distance Learning Administration, 4(2), Available at: http://www.westga.edu/
distance/ojdla/summer42/bower42.html Council for Higher Education.
Brown, D. M. (2016). Training online faculty: Best Practices versus reality-a mixed methods
case study. (Doctoral Dissertation). Retrieved from ProQuest Dissertation and Thesis.
BUILDING SUPPORT FOR ONLINE COURSES FROM FACULTY AND STUDENTS ProQuest. (n.d.). Retrieved November 14, 2020, from
https://search.proquest.com/docview/231182244?pqorigsite=gscholar&fromopenview=true
Cachia, M., & Millward, L. (2011). The telephone medium and semi-structured interviews: A
complementary fit. Qualitative Research in Organizations and Management: An
International Journal, 6, 265–277. https://doi.org/10.1108/17465641111188420
Cantrell, S. G. (n.d.-a). Effectiveness of an Online FERPA Training Program. 126.
Cantrell, S. G. (n.d.-b). FERPA: To Release or Not to Release – That is the Question. 4.

126
Capozzola, C. (2008). Uncle Sam Wants You: World War I and the Making of the Modern
American Citizen. Oxford University Press, USA.
Carey, S. C. (1974). Students, Parents and the School Record Prison: A Legal Strategy for
Preventing Abuse. Journal of Law & Education, 3(3), 365–388.
Caviedes, J. (1998). A technological perspective of anytime, anywhere education. ALN
Magazine, 2(1).
Chen, Y., & He, W. (n.d.). Security Risks and Protection in Online Learning: A Survey. 14(5),
21.
Chute, T. G., & Swain, E. D. (2004). Navigating Ambiguous Waters: Providing Access to
Student Records in the University Archives. The American Archivist, 67(2), 212–233.
Clay, M. (1999). Development of training and support programs for distance education
instructors. Online Journal of Distance Learning Administration, 2(3).
Clay, M. R. (2001). Student, faculty, and administrator knowledge and perceptions of the
Buckley Amendment at St. Petersburg College: An assessment 27 years after
implementation [Ed.D., University of Missouri - Columbia].
https://search.proquest.com/pqdtglobal/docview/304705468/abstract/41047FCF63F94EB
5PQ/1
COHEN 2006 Semistructured Interview.pdf. (n.d.). Retrieved March 14, 2021, from
https://sswm.info/sites/default/files/reference_attachments/COHEN%202006%20Semistr
uctured%20Interview.pdf
Cook, K.C. (2007). Immersion in a digital pool: Training prospective online instructors in online
environments. Technical Communication Quarterly, 16(1), 55-82.

127
Creswell, J. W., & Creswell, J. D. (2017). Research Design: Qualitative, Quantitative, and
Mixed Methods Approaches. SAGE Publications.
Cuellar, N. (2002). The transition from classroom to online teaching. Nursing Forum;
Philadelphia, 37(3), 5–13. http://dx.doi.org/10.1111/j.1744-6198.2002.tb01005.x
Culnan, M. J., & Carlin, T. J. (2009). Online privacy practices in higher education: Making the
grade? Communications of the ACM, 52(3), 126–130.
https://doi.org/10.1145/1467247.1467277
Cultural Reader: Clifford Geertz’s “Thick Description” explained (summary). (2012, May 4).
Cultural Reader. http://culturalstudiesnow.blogspot.com/2012/05/clifford-geertzs-thickdescription.html
Daggett, L. M. (n.d.). FERPA in the Twenty-First Century: Failure to Effectively Regulate
Privacy for All Students. Catholic University Law Review, 58, 57.
Daggett, L. M. (1996). Bucking Up Buckley I: Making the Federal Student Records Statute
Work. Catholic University Law Review, 46(3), 617–670.
Daggett, L. M. (2002). FERPA Update 2002: The Two New Supreme Court FERPA Cases, and
Post-9/11 Congressional Balancing of Student Privacy and Safety Interests.
Daggett, L. M. (2008). Ferpa in the Twenty-First Century: Failure to Effectively Regulate
Privacy for All Students. Catholic University Law Review, 58, 59.
Daniel, B. V., Evans, S. G., & Scott, B. R. (2001). Understanding Family Involvement in the
College Experience Today. New Directions for Student Services, 2001(94), 3–13.
https://doi.org/10.1002/ss.7

128
D’Arcy, J., Hovav, A., & Galletta, D. (2009). User Awareness of Security Countermeasures and
Its Impact on Information Systems Misuse: A Deterrence Approach. Information Systems
Research, 20(1), 79–98. https://doi.org/10.1287/isre.1070.0160
Davis, A. (2001). Do Children Have Privacy Rights in the Classroom? Studies in Philosophy and
Education, 20(3), 245–254. https://doi.org/10.1023/A:1010306811944
Denzin, N. K., & Lincoln, Y. S. (1995). Transforming Qualitative Research Methods: Is It a
Revolution? Journal of Contemporary Ethnography, 24(3), 349–358.
https://doi.org/10.1177/089124195024003006
Denzin, N. K., & Lincoln, Y. S. (Eds.). (2011). The SAGE Handbook of Qualitative Research
(Fourth edition). SAGE Publications, Inc.
Dilley, P. (2004). Interviews and the Philosophy of Qualitative Research. The Journal of Higher
Education, 75(1), 127–132.
ED.gov. (2006, March 7). https://www2.ed.gov/offices/OSFAP/PEPS/docs/sep19sec1.pdf
Elliott, T. L., Fatemi, D., & Wasan, S. (n.d.). Student Privacy Rights—History, Owasso, and
FERPA. 14.
Erdley,D. (2020, March 11). Pitt, Duquesne, Carnegie Mellon, Penn Stete Among colleges
nationwide cancelling Face-to-Face Classes Over Virus Fears. Retrieved from
TribLive:https://triblive.com/local/regional/pitt-duquesne-penn-state-among-collegesnationwide-cancelling-class-over-virus-fears/
Family Educational Rights and Privacy Act | Cleveland State University. (n.d.). Retrieved
October 25, 2020, from https://www.csuohio.edu/registrar/family-educational-rights-andprivacy-act

129
Fauzi., I., & Sastra Khusuma,I. (2020). Teachers' elementary school in online learning of
COVID-19 pandemic conditions. Journal Iqra': Kajian Ilmu Pendidikan, 5(1), 58-70.
https://doi.org
FERPA Guidance on Remote Work and Privacy. (n.d.). Retrieved October 30, 2020, from
https://www.aacrao.org/resources/covid-19-crisis-practices/ferpa-guidance-on-remotework-and-privacy
FERPA Primer: The Basics and Beyond. (n.d.). Retrieved November 13, 2020, from
https://www.naceweb.org/public-policy-and-legal/legal-issues/ferpa-primer-the-basicsand-beyond/
Finkelman, P. (1996). German Victims and American Oppressors: The Cultural Background and
Legacy of Meyer V. Nebraska (SSRN Scholarly Paper ID 1533513). Social Science
Research Network. https://papers.ssrn.com/abstract=1533513
Fischer, R., & Fradella, H. (n.d.). Does Privacy Require Secrecy? Societal Expectations of
Privacy in the Digital Age. American Journal of Criminal Law. Retrieved November 13,
2020, from
https://www.academia.edu/28247730/Does_Privacy_Require_Secrecy_Societal_Expectat
ions_of_Privacy_in_the_Digital_Age
Five things teachers should know about student privacy by Marx Talarczyk—Google Search.
(n.d.). Retrieved November 15, 2020, from
https://www.google.com/search?rlz=1C1GCEB_enUS887US887&sxsrf=ALeKk00SV4B
VxAiyiZcb2eyE6pU1GlOuow%3A1605458448437&ei=EFqxX9ZGseJggff043gDQ&q=five+things+teachers+should+know+about+student+privacy+by+
marx-

130
talarczyk&oq=five+things&gs_lcp=CgZwc3ktYWIQARgAMgQIIxAnMgQIIxAnMgUI
ABDJAzICCAAyAggAMgIIADICCC4yAggAMgIIADICCAA6CwgAELEDEIMBEJE
COgsILhDHARCvARCRAjoICAAQsQMQgwE6CwguELEDEMcBEKMCOgUIABCx
AzoFCAAQkQI6BAgAEEM6DgguELEDEIMBEMcBEKMCOgcIABCxAxBDOgcILh
CxAxBDOgQILhBDOgUILhCxAzoKCC4QsQMQgwEQQzoICAAQsQMQyQM6BAg
AEAo6CAguEMcBEK8BUOcOWKIeYOAwaABwAHgAgAF2iAH9B5IBAzYuNZgBA
KABAaoBB2d3cy13aXrAAQE&sclient=psy-ab
Foulger, T., Graziano, K., Schmidt-Crawford, D., & Slykhuis, D. (2017). Teacher educator
technology competencies. Journal of Technology and Teacher Education, 25(4), 413-448
Fowler, F. J. (2013). Survey Research Methods. SAGE Publications.
https://books.google.com/books?id=CR-MAQAAQBAJ
Frank, R., & Wagner, L. (n.d.). Understanding the Importance of FERPA & Data Protection in
Higher Education. An Application: Website at La Salle University. 51.
Garcia,E., & Weiss, E. (2020, Septemeber 10). COVID-19 and student performance, equity, and
U.S. education policy: Lessons from pre pandemic research to inform relief, recovery,
and rebuilding. Economic Policy Institute. https://www/epi/org/publication/theconsequence-of-the-covid-19-pandemic-for-education-performance-and-equity-in-thenited-states-what-we-can-learn
Gray, L. M., Wong-Wylie, G., Rempel, G. R., & Cook, K. (n.d.). Expanding Qualitative
Research Interviewing Strategies: Zoom Video Communications. 12.
Graham, C. R., Borup, J., Pulham, E., & Larsen, R. (2019). K–12 blended teaching readiness:
Model and instrument development. Journal of Research on Technology in Education,
51(3), 239–258. doi: 10.1080/15391523.2019.1586601

131
Greene, H. E. T., & Marcham, C. L. (2019). Online vs. Conventional Safety Training
Approaches. Professional Safety, 64(01), 26–31.
Grounded theory and the constant comparative method: Valid research strategies for educators |
Journal of Emerging Trends in Educational Research and Policy Studies. (n.d.).
Retrieved February 6, 2021, from https://journals.co.za/doi/abs/10.10520/EJC135409
Hardy, K. P., & Bower, B. L. (2004). Instructional and work life issues for distance learning
faculty. New Directions for Community Colleges, 2004(128), 47–54.
https://doi.org/10.1002/cc.174
Hatcher, R. L., Grus, C. L., & Wise, E. H. (2011). Administering practicum training: A survey of
graduate programs’ policies and procedures. Training and Education in Professional
Psychology, 5(4), 244–252. https://doi.org/10.1037/a0025088
Henning, T. (2012). Writing professor as adult learner: An autoehnography of online
professional development. Journal of Asynchronous Learning Networks, 16(2), 9-26.
Hlavac, G. C., & Easterly, E. J. (2015). FERPA primer: The basics and beyond. Retrieved May,
15, 2015.
Hope, J. (2022). Develop a process to review, document possible FERPA violations. The
Successful Registrar, 22(1), 1-5.
Hodges, C., Moore, S., Lockee, B., Trust, T., & Bond, A. (2020, March 27). The difference
between emergency remote teaching and online learning. EduCAUSE Review.
https://er.educause.edu/articles/2020/3/the-difference-between-emergency-remoteteaching-and-online-learning
Hughes, T. (2000). Releasing Student Information: What’s Public and What’s Not. 18.

132
Humphreys, M. (2005). Getting Personal: Reflexivity and Autoethnographic Vignettes.
Qualitative Inquiry, 11(6), 840–860. https://doi.org/10.1177/1077800404269425
Irani, T., Telg, R., & Place, N. T. (2003). The University of Florida’s Distance Education Faculty
Training Program: A Case Study. NACTA Journal, 47(1), 48–52.
Johns Hopkins University & Medicine. (2020, June 29). Maps &Trends-Cumulative Cases.
Retrieved from Coronavirus Resource Center:
https://coronavirus.jhu.edu/data/cumulative-cases
Jones, C. (2004). An analysis of administrative discretion and its use to implement FERPA policy
at Southeast Missouri State University [Ed.D., University of Missouri - Columbia].
https://search.proquest.com/docview/305161274/abstract/80C3DFF448684DC4PQ/1
Joshi, R., Kong, J., Nykamp, H., & Fynewever, H. (2018). Universities shaken by earthquakes: A
comparison of faculty and student experiences in Nepal and New Zealand. International
Journal of Higher Education, 7(4), 176. doi: 10.5430/ijhe.v7n4p176
Jr, F. J. F. (2013a). Survey Research Methods. SAGE Publications.
Jr, F. J. F. (2013b). Survey Research Methods. SAGE Publications.
JR, H. E. B., Moran, K. D., & Vanderpool, F. A. (1974). Legal Aspects of Student Records.
School Psychology Review, 3(1), 31–43.
https://doi.org/10.1080/02796015.1974.12086303
Kaliher, L. B. (2011). Media Review: FERPA Clear and Simple: The College Professional’s
Guide to Compliance. Journal of Student Affairs Research and Practice, 48(3), 371–373.
https://doi.org/10.2202/1949-6605.6313

133
Kaplan, A. M., & Haenlein, M. (2010). Users of the world, unite! The challenges and
opportunities of Social Media. Business Horizons, 53(1), 59–68.
https://doi.org/10.1016/j.bushor.2009.09.003
Kaplin, W. A., & Lee, B. A. (1997). A Legal Guide for Student Affairs Professionals. JosseyBass, Inc.
Koukpaki, A. S. F., & Adams, K. (2020). Enhancing professional growth and the learning and
development function through reflective practices: An autoethnographic narrative
approach. European Journal of Training and Development, 44(8/9), 805–827.
https://doi.org/10.1108/EJTD-09-2019-0165
Lackey, K. (2011). Faculty development: An analysis of current and effective training strategies
for preparing faculty to teach online. Online Journal of Distance Learning
Administration, 14(4), 8.
Lederman, D. (2020). Will shift to remote teaching be boon or bane for online learning. Inside
Higher Ed.
Lee, J. (2001). Instructional support for distance education and faculty motivation, commitment,
satisfaction. British Journal of Educational Technology, 32(2), 153–160.
https://doi.org/10.1111/1467-8535.00186
Legislative History of Major FERPA Provisions. (2005, December 19). [Guides].
https://www2.ed.gov/policy/gen/guid/fpco/ferpa/leg-history.html
Lemon, L. L., & Hayes, J. (n.d.). Enhancing Trustworthiness of Qualitative Findings: Using
Leximancer for Qualitative Data Analysis Triangulation. 13.

134
Levinson, W. (1993). Part-Time Faculty in Academic Medicine: Present Status and Future
Challenges. Annals of Internal Medicine, 119(3), 220. https://doi.org/10.7326/0003-4819119-3-199308010-00008
Lewiss, R. E., Silver, J. K., Bernstein, C. A., Mills, A. M., Overholser, B., & Spector, N. D.
(2020). Is Academic Medicine Making Mid-Career Women Physicians Invisible? Journal
of Women’s Health, 29(2), 187–192. https://doi.org/10.1089/jwh.2019.7732
Lombardi, M. (2019). President speaks: Universities should be agile facilitators of knowledge.
Education Dive.
Longhurst, G. J., Stone, D. M., Dulohery, K., Scully, D., Campbell, T., & Smith, C. F. (2020).
Strength, Weakness, Opportunity, Threat (SWOT) Analysis of the Adaptations to
Anatomical Education in the United Kingdom and Republic of Ireland in Response to the
Covid-19 Pandemic. Anatomical Sciences Education, 13(3), 301–311.
https://doi.org/10.1002/ase.1967
Macklin, S. L. (n.d.). Students’ Rights in Indiana: Wrongful Distribution of Student Records and
Potential Remedies. 74, 27.
Maycunich, A. M. (2002). FERPA: An investigation of faculty knowledge levels and
organization practices at three land -grant universities [Ph.D., Iowa State University].
https://search.proquest.com/pqdtglobal/docview/305555989/abstract/CB5C3D39CAF145
66PQ/1
Mcdonald, S. J. (n.d.). The Family Rights and Privacy Act: 7 Myths—And the Truth. 5.
Méndez, M. (2013). Autoethnography as a research method: Advantages, limitations and
criticisms. Colombian Applied Linguistics Journal, 15(2), 279–287.

135
Naderifar, M., Goli, H., & Ghaljaei, F. (2017). Snowball Sampling: A Purposeful Method of
Sampling in Qualitative Research. Strides in Development of Medical Education, In
Press. https://doi.org/10.5812/sdme.67670
Novick, G. (2008). Is There a Bias Against Telephone Interviews In Qualitative Research?
Research in Nursing & Health, 31, 391–398. https://doi.org/10.1002/nur.20259
OU moves up to second-highest tier in Carnegie Classification—2018—Research—OU
Magazine—News—Oakland University. (n.d.). [Page]. Mag-News. Retrieved February
28, 2021, from https://oakland.edu/oumagazine/news/research/ou-moves-up-to-secondhighest-tier-in-carnegie-classification
Pankowski, P. (2004). Faculty training for online teaching. The Journal, 1.
Payton, T., & Claypoole, T. (2014). Privacy in the Age of Big Data: Recognizing Threats,
Defending Your Rights, and Protecting Your Family. Rowman & Littlefield.
Pesante, L., King, C., & Silowash, G. (n.d.). Disposing of Devices Safely. 4.
Professors’ Slow, Steady Acceptance of Online Learning: A Survey | Inside Higher Ed. (n.d.).
Retrieved April 26, 2021, from https://www.insidehighered.com/news/survey/professorsslow-steady-acceptance-online-learning-survey
Rahim, A., Ali, S., Ali, S., & Fayyaz, H. (2020). Online Education During Covid -19 Pandemic;
an Experience of Riphah International University Faculty of Health and Medical
Sciences. Pakistan Armed Forces Medical Journal, S506–S512.
Rainsberger, R. (2016). Review tips for effective FERPA Basics assessment. The Successful
Registrar, 16(4), 1–3. https://doi.org/10.1002/tsr.30186
Rainsberger, R. (2020a). FERPA meets COVID: Contact tracing. The Successful Registrar,
20(8), 3–3. https://doi.org/10.1002/tsr.30760

136
Rainsberger, R. (2020b). FERPA meets COVID: Contact tracing. The Successful Registrar,
20(8), 3–3. https://doi.org/10.1002/tsr.30760
Reidenberg, J. R., & Schaub, F. (2018). Achieving big data privacy in education. Theory and
Research in Education, 16(3), 263–279. https://doi.org/10.1177/1477878518805308
Riessman, C. K. (2007). Narrative Methods for the Human Sciences. SAGE Publications.
Rights (OCR), O. for C. (2008, May 7). Summary of the HIPAA Privacy Rule [Text]. HHS.Gov.
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
Rockwell, S. K., Schauer, J., Fritz, S., & Marx, D. B. (n.d.-a). Incentives and Obstacles
Influencing Higher Education Faculty and Administrators to Teach Via Distance. 11.
Rockwell, S. K., Schauer, J., Fritz, S., & Marx, D. B. (n.d.-b). Incentives and Obstacles
Influencing Higher Education Faculty and Administrators to Teach Via Distance. 11.
Rodriguez, J. E. (2011). Social Media Use in Higher Education: Key Areas to Consider for
Educators. 7(4), 12.
Rosenzweig, E. M. (2002). Please Don’t Tell: The Question of Confidentiality in Student
Disciplinary Records under FERPA and the Crime Awareness and Campus Security Act
Comment. Emory Law Journal, 51(1), 447–480.
Ross, W. G. (1994). Forging New Freedoms: Nativism, Education, and the Constitution, 19171927. U of Nebraska Press.
Ruel, E., III, W. E. W., & Gillespie, B. J. (2015). The Practice of Survey Research. SAGE.
SafeAndSecureReport_2020-4.pdf. (n.d.). Retrieved May 8, 2021, from
https://safeandsecure.uga.edu/wp-content/uploads/SafeAndSecureReport_2020-4.pdf
Saldana.pdf. (n.d.). Retrieved March 14, 2021, from
http://faculty.washington.edu/jwilker/559/Saldana.pdf

137
Savin-Baden, M., & Niekerk, L. V. (2007). Narrative Inquiry: Theory and Practice. Journal of
Geography in Higher Education, 31(3), 459–472.
https://doi.org/10.1080/03098260601071324
Sayer, E. M. (2005). Understanding the Family Educational Rights and Privacy Act (FERPA):
An analysis of FERPA compliance, implementation, and related issues at Nebraska
colleges and universities [Ph.D., The University of Nebraska - Lincoln].
https://search.proquest.com/pqdtglobal/docview/305461287/abstract/DB2EEC624062410
4PQ/1
Scott-Hayward, C. S., Fradella, H. F., & Fischer, R. G. (2015). Does Privacy Require Secrecy:
Societal Expectations of Privacy in the Digital Age. American Journal of Criminal Law,
43(1), 19–60.
Sells, D. (2002). Parents and campus safety. New Directions for Student Services, 2002(99), 25–
36. https://doi.org/10.1002/ss.58
Shim, T. E., & Lee, S. Y. (2020). College students’ experience of emergency remote teaching
due to COVID-19. Children and Youth Services Review, 119, 105578.
https://doi.org/10.1016/j.childyouth.2020.105578
Sloan, J. J., Fisher, B. S., & Cullen, F. T. (1997). Assessing the Student Right-to-Know and
Campus Security Act of 1990: An Analysis of the Victim Reporting Practices of College
and University Students. Crime & Delinquency, 43(2), 148–168.
https://doi.org/10.1177/0011128797043002002
Smalley, A. (2020, July 27). Higher education response to coronavirus. Retrieved from
www.ncsl.org/research/education/higher education-response-to-coronavius-covid-19.aspx

138
Snyder, T. D., De Brey, C., & Dillow, S. A. (2019). Digest of Education Statistics 2017, NCES
2018-070. National Center for Education Statistics.
Statistics, N. C. for E. (1997). Distance education in higher education institutions. US
Department of Education Office of Educational Research and Improvement ….
Stern, J. (n.d.). Introduction to online teaching and learning. Retrieved from
https:www.wlac.edu/online/documents/otl.pdf
Stone, K. J. (n.d.). STETSON UNIVERSITY COLLEGE OF LAW 23RD ANNUAL NATIONAL
CONFERENCE ON LAW AND HIGHER EDUCATION. 18.
Structural Pluralism in Education. (n.d.). Retrieved November 3, 2020, from
http://www.enseignementliberte.org/index.php/publications-et-documents/dossierapprentissage-de-la-lecture/les-articles/37-questions-cruciales/1013-structural-pluralismin-education
Study questions effectiveness of online education for at-risk students. (n.d.). Retrieved April 20,
2021, from https://www.insidehighered.com/news/2017/06/12/study-questionseffectiveness-online-education-risk-students
Taylor, A., & McQuiggan, C. (2008). Faculty Development Programming: If We Build It, Will
They Come? Educause Quarterly, 31(3), 28–37.
The changing role of the registrar could increasingly transform higher education (opinion) |
Inside Higher Ed. (n.d.). Retrieved November 13, 2020, from
https://www.insidehighered.com/views/2019/09/10/changing-role-registrar-couldincreasingly-transform-higher education-opinion

139
Trust, T., & Whalen. J., (2020). Should Teachers be Trained in Emergency Remote Teaching?
Lessons Learned from the COVID-19 Pandemic. Jl. of Technology and Teacher
Education (2020) 28(2), 189-199
Turnage, C. C. (2007). School officials’ knowledge of the Family Educational Rights and
Privacy Act of 1974 at the University of Southern Mississippi [Ph.D., The University of
Southern Mississippi].
https://search.proquest.com/pqdtglobal/docview/304823743/abstract/203E655F7AF3437
2PQ/2
Turner-Dickerson, M. E. (1997). The Family Educational Rights and Privacy Act: Knowledge,
practices, and perceptions [Ed.D., University of Pittsburgh].
https://search.proquest.com/pqdtglobal/docview/304369728/abstract/203E655F7AF3437
2PQ/1
University, S. H. (2019, January 14). FERPA (Family Educational Rights and Privacy Act).
Seton Hall University. https://www.shu.edu/policies/ferpa-family-educational-rights-andprivacy-act.cfm
U.S. Department of Education Office of Educational Technology (OET). (2016). Future ready
learning:
Reimagining the role of technology in education. 2016 national education technology plan.
https://tech.ed.gov/files/2015/12/ NETP16.pdf.
Valentine, D. (2002). Distance Learning: Promises, Problems, and Possibilities. Online Journal
of Distance Learning Administration, 5(3).
https://www.westga.edu/~distance/ojdla/fall53/valentine53.html

140
Varvel, V. E. (2007). Master Online Teacher Competencies. Online Journal of Distance
Learning Administration, 10(1).
https://www.westga.edu/~distance/ojdla/spring101/varvel101.htm
Vockell, E. L., & Asher, J. W. (1994). Educational Research, 2nd Edition (2nd edition). Pearson.
Weeks, K. M. (2001). Family-Friendly FERPA Policies: Affirming Parental Partnerships. New
Directions for Student Services, 2001(94), 39–50. https://doi.org/10.1002/ss.10
Werosh, K. R. (2013). Faculty and administrator knowledge of the Family Educational Rights
and Privacy Act at select U.S. complimentary and alternative healthcare educational
institutions [Ph.D., Capella University].
https://search.proquest.com/docview/1430294170/abstract/ACCF896A9CE64C7BPQ/1
Westman, C. (2005). AACRAO’s Basic Guide to Enrollment Management. In American
Association of Collegiate Registrars and Admissions Officers (AACRAO). American
Association of Collegiate Registrars and Admissions Officers (AACRAO), One Dupont
Circle NW, Suite 520, Washington, DC 20036.
Wheeler, S. (1970). On Record: Files and Dossiers in American Life. Russell Sage Foundation.
White, B. (2007). Student Rights: From In Loco Parentis to Sine Parentibus and Back Again Understanding the Family Educational Rights and Privacy Act in Higher Education.
Brigham Young University Education and Law Journal, 2007(2), 321–350.
Wise, R. A., King, A. R., Miller, J. C., & Pearce, M. W. (2011). When HIPAA and FERPA
apply to university training clinics. Training and Education in Professional Psychology,
5(1), 48–56. https://doi.org/10.1037/a0022857
World health Organization. (2020). Coronavirus. Retrieved from https://www/who.int/healthtopics/coronavirus#

141
Xu,D., & Jaggers, S. (2013) Adaptability to online learning: Differences across types of students
and academic subject areas. Journal of Higher Education, 85(5) 1-35. Retrieved from
https://ccrc.tc.columbia.edu/publications/adaptability-to-online-learning.html
Zeide, E. (2015). Student Privacy Principles for the Age of Big Data: Moving Beyond FERPA
and FIPPS. Drexel Law Review, 8(2), 339–394.
Zeide, E. (2016). The Limits of Education Purpose Limitations. University of Miami Law
Review, 71(2), 494–527.

142
Appendix A
Recruitment Letter

Dear Faculty:

You are invited to participate in a study exploring FERPA practices, procedures, and training at
post-secondary institutions, as it relates to faculty teaching online, specifically during the Spring
2020 semester.

My name is Marina Kaplan-Iosim, and I am an Ed.D student in the Higher Education
Leadership, Management, and Policy program at XXXX in XXXX. The purpose of my study is
to understand how faculty who had to rapidly change from in person instruction to remote
teaching in the Spring 2020 semester due to COVID-19 protected student data and how they
were trained on FERPA. Adherence to FERPA is significant to institutions of higher education
receiving federal funding. It defines the rights of stakeholders such as yourself, regulates
handling of student records, student data and information sharing.

All faculty who taught at XXXX in the Spring 2020 academic term that transitioned from
teaching in person to online and had at least one FERPA training are eligible to participate in this
study. Your experience and opinions are extremely valuable to this study. Participants will be
asked to complete a short demographic questionnaire and then participate in an interview over
ZOOM which will last about 45-minutes. We will discuss how you protected student information
during the transition from in-person to online teaching during the pandemic as well as discuss
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your training as it relates to FERPA. The interview will be held on a date and time most
convenient for you between June 1, 2021 and September 1, 2021.

Involvement in the project will not involve any risks or costs for you and you may withdraw
from the interview at any time. With your permission, the interview will be recorded.
Information from this interview research will be used solely for the purpose of this study and any
publications or presentations that may result from this study. All conversations will remain
confidential. Personal identifying information such as your name, title, department, course, and
teaching institution will not be used in reports or presentations.

Thank you for your time and consideration. I sincerely hope you will grant your consent to
participate in this important study. There is a need for higher education institutions to better
consider the lived experiences of how faculty protect student data and personal information
across instructional methods to develop effective FERPA training, policies, and procedures. By
participating in this study, you will contribute to a better understanding of perceptions of faculty
as it relates to FERPA.

If you have any questions or would like to participate, please contact me as soon as possible at
marina.kaplaniosim@shu.edu or XXXX.
I look forward to being able to hear your story!

Sincerely,
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Marina Kaplan-Iosim
Marina.kaplaniosim@shu.edu
Doctoral Candidate
Seton Hall University College of Education & Human Services
Ed.D. In Higher Education Leadership, Management, and
Policy
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Appendix B
Research Participant Consent Form

Title of Research Study: Faculty, FERPA, and COVID-19

Principal Investigator: Marina Kaplan-Iosim, Doctoral Candidate

Department Affiliation: College of Education and Human Services, Ed.D. in Higher Education
Leadership, Management and Policy program.

Sponsor: This research is supported by College of Education and Human Services, Ed.D. in
Higher Education Leadership, Management and Policy program.

Brief summary about this research study:
The following summary of this research study is to help you decide whether or not you want to
participate in the study. You have the right to ask questions at any time.

The purpose of this study is to explore FERPA practices, procedures, and training at postsecondary institutions, as it relates to faculty teaching online, specifically during the Spring 2020
semester. You will be asked to participate in research procedures that include participation in one
ZOOM recorded interview, taking approximately 45 minutes, and conducted by the researcher.
Participant information and identity will not be released, and while there are no foreseeable
direct benefits to a research participant taking part in this research study, it is anticipated that the
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result of this research will contribute to knowledge about Faculty, FERPA, and COVID-19.
There are not anticipated risks involved with taking part in this research, including potential
physical or emotional stress or discomfort.

Purpose of the research study:
You are being asked to take part in this research study because you taught during the Spring
2020 semester at XXXX. To be included in this study faculty need to have been full-time
instructors at XXXX in the Spring 2020 semester and have been scheduled to teach at least one
course in-person but needed to change to online instruction due to COVID-19.
Your participation in this research study is expected to be approximately 45 minutes.

What you will be asked to do:
Your participation in this research study will include participation in one ZOOM recorded
interview, and an in-depth, open-ended, semi-structured interview not to exceed 45 minutes
conducted by the researcher. Participant’s information and identity will not be released.

Your rights to participate, say no or withdraw:
Participation in research is voluntary. You can decide to participate or not to participate. You
can choose to participate in the research study now and then decide to leave the research at any
time. Your choice will not be held against you. The person in charge of the research study can
remove you from the research study without your approval. Possible reasons for removal include
missing study visits, non-compliance with the study procedures, or conflict of interest.
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Potential benefits:
There may be no direct benefit to you from this study. You may obtain personal satisfaction from
knowing that you are participating in a project that contributes to knowledge about Faculty,
FERPA, and COVID-19.

Potential risks:
The risks associated with this study are minimal in nature. Your participation in this research
may include: Breach of confidentiality is a risk of harm, but a data security plan is in place to
minimize such a risk. There is also a risk to privacy as audio visual data will be collected
including images of the participant, their likeness including the face or other potentially
identifiable marks that are unique to the individual. Also, some questions may make the research
participant feel uncomfortable. If that happens, the research participant can skip those questions
or withdraw from the study altogether. If the research participant decides to withdraw at any time
before having finished the interview, the interview recording will be deleted.

Confidentiality and privacy:
Efforts will be made to limit the use or disclosure of your personal information. This
information may include the research study documents or other source documents. These
documents may include the demographic questionnaire and interview transcript obtained from
the participants used for the purpose of conducting the study. We cannot promise complete
secrecy and participation may contain some risk. Organizations that oversee research safety may
inspect and copy your information. This includes the XXXX Institutional Review Board who
oversees the safe and ethical conduct of research at this institution.
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This study is being hosted by ZOOM and involves a secure connection. A video recorder on
ZOOM will be used to record interviews. Participants will be identified by a pseudonym (alias).
Video files will be kept confidential on a separate password-protected OneDrive folder on a
laptop provided by the institution, transferred from the file and transcribed by the researcher.
Only the researcher will have direct access; while the dissertation mentor and committee
members will have the right to access the data files upon request. The file will be stored in the
OneDrive by the researcher until the study is completed. Participants can obtain a copy of their
interview (both video and transcribed). Participants should notify the researcher if a copy of the
interview is desired. After the research is completed, the video files, transcripts, and print
materials will be destroyed.

Data sharing:
Data collected from this study will not be shared with anyone outside of the study team.

Cost and compensation:
You will not be responsible for any of the costs or expenses associated with your participation in
this study. There is no payment for your time to participate in this study.

Conflict of interest disclosure:
The principal investigator and members of the study team have no financial conflicts of interest
to report.
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Contact information:
If you have questions, concerns, or complaints about this research project, you can contact the
principal investigator Marina Kaplan-Iosim at marina.kaplaniosim@shu.edu, the faculty advisor,
Dr. Michael Vega at XXXX, or the XXXX Institutional Review Board (“IRB”) at (XXXX
or XXXX.
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Optional Elements:
Audio and/or video recordings will be performed as part of the research study. Please indicate
your permission to participate in these activities by placing your initials next to each activity.
I agree

I disagree
The researcher may record my [audio or video] interview. In
understand this is done to help with data collection and analysis. The
researcher will not share these recordings with anyone outside of the

_______

_______

study team.

I hereby consent to participate in this research study.

Signature of participant

Date

Printed name of participant

Signature of person obtaining consent

Printed name of person obtaining consent

Date
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Appendix C

Demographic Information Questionnaire (to be completed online)

Thank you for consenting to participate in this interview for the project, Faculty, FERPA, and
COVID-19.

Before we begin, please complete the following demographic questionnaire. A reminder, any
information you share here that may identify who you are, or where you teach will be kept
confidential.

1. Name:
________________________________________________________________________
2. Name to be referred by in the study (Pseudonym):
_____________________________________
3. Please list the subject(s) you taught during the Spring 2020 semester
________________________________________________________________________
________________________________________________________________________
________________________________________________________________________
Teaching Experience
4. How many years have you been teaching courses?
_____ 0-1 years

____ 2-3 years

_____ 1-2 years

____ 3-4 years

____ 4+ years
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5. Prior to Spring 2020, how many courses have you taught online?
___ 0

___ 1

___ 2

___ 3

___ 4

___ 5+

6. Prior to Spring 2020, how many years of experience did you have teaching courses
online?
_____ 0-1 years

____ 2-3 years

_____ 1-2 years

____ 3-4 years

____ 4+ years

7. During Spring 2020, how many courses were you scheduled to teach in-person that were
moved online?
___ 0

___ 1

___ 2

___ 3

___ 4

___ 5+

FERPA Experience
8. On a scale of 1-5, which of the following best describes your knowledge of the FERPA
policy and practices during Spring 2020?
_____ 1- Very Weak

_____ 2- Weak

_____ 4- Strong

_____ 5- Very Strong

_____ 3- Neutral

9. On a scale of 1-5, how comfortable are you to adhering to FERPA policy in the
classroom?
_____ 1- Very Comfortable

_____ 2- Comfortable

_____ 3- Neutral

_____ 4- Uncomfortable

_____ 5- Very Uncomfortable

10. Have you participated in a FERPA training in the past?
____ Yes

____ No

____Unsure

If you have not participated in a FERPA training, you have completed the demographic
questionnaire. If you have, please answer the additional questions for this questionnaire.
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11. How many FERPA trainings have you participated in?
___ 0

___ 1

___ 2

___ 3

___ 4

___ 5+

12. How many of the FERPA trainings you participated in were mandatory?
___ 0

___ 1

___ 2

___ 3

___ 4

___ 5+

13. How many FERPA training courses did you participate in during Spring 2020?
___ 0

___ 1

___ 2

___ 3

___ 4

___ 5+

14. What method of training have you participated in?
_____ in-person

___ online

____ both in-person and online

15. On a scale of 1-5, how satisfied are you with the FERPA training(s) you have received?
_____ 1- Very Satisfied

_____ 2 - Satisfied

_____ 4 - Dissatisfied

_____ 5 - Very Dissatisfied

_____ 3 - Neutral
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Appendix D

Interview Protocol

Process: Study subjects will be participants in a semi-structured, open-ended, in-depth interview
that will last approximately 45 minutes. The strategy of narrative analysis is utilized for this
qualitative research study. Therefore, the interview questions act as a guide to maintain the focus
of the interview and to assure that the research questions are thoroughly discussed. There are
several pre-determined questions and probes in the interview protocol in order to elicit specific
information about the participant and address the research questions. However, the study
participants will be informed that they can share their narrative in as many details as they feel
comfortable and additional probes will come from their responses.

Consent Process: Once potential study participants express interest in being interviewed for the
study, I will email them requesting we schedule a day and time to interview and provide a copy
of the consent form for them to review. Then, during the interview, they will have an opportunity
to review the consent form again, ask questions, and electronically sign two copies, one for the
researcher to keep and another for their records.

Interview Session Process: After obtaining a signed Consent Form, the video recorded
interview will begin.
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Interview Script:

“Thank you for agreeing to take part in this interview today. My name is Marina Kaplan-Iosim
and I am a doctoral candidate in the Higher Education Leadership, Management, and Policy
program at Seton Hall University. You were invited to participate in this study because you
indicated that you were a member of the teaching faculty during Spring 2019. During this 45minute interview, I will ask you questions about your teaching background, your experience with
FERPA training, and how those experiences may have influenced your training during the rapid
transition from in person to online teaching.
As stated in the Consent Form that you signed, your participation in this study is voluntary and
the interview will be video recorded through ZOOM so that I may accurately document your
response. If at any time during this interview you wish to discontinue the use of the recording or
the interview itself, please feel free to let me know. Information from this research will be used
solely for the purpose of this study and any presentations or publications that may result from
this study. All conversations will remain confidential, any your name, and other identifying
characteristics will not be used. Thank you in advance for your time and for participating in this
study.”

Interview Guide:

Participant Pseudonym: __________________________________________________________

Date of Interview ____________ Start Time: ______________ Location: _________________
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1-4 Building Rapport

1. To start off our interview, can you tell me a little bit about what got you into teaching
college students in general?
2.

Tell us some more about your teaching career at XXXX?

3. Prior to Spring 2020, what has been your experience teaching online?
4. Now tell us about your experience during the Spring 2020 semester needing to change
from in-person to online instruction.
Thank you for sharing about your teaching experience. Now I would like to talk about
FERPA. As you may know FERPA is The Family Educational Rights and Privacy Act. A
Federal law that protects the privacy of student education records.

5-10 RQ#1
5. So, thinking about your role as a faculty member, what types of student information do
you have access to or collect through your courses?
6. When teaching or preparing to teach, how much do you consider FERPA policy &
practices?
7. Prior to Spring 2020, how were you protecting student information when teaching inperson?
8. As the instruction method switched from in-person to online, how prepared did you feel
to continue protecting student information at that time?
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9. During the Spring 2020 semester, how were you protecting student information when
teaching online?
10. How did you develop these practices to protect student information?
Thank you for sharing about how you protect student information. We will talk more
about this in a bit, but I want to learn more about your experience with FERPA training.

11-16 RQ#2
11. What has been your experience participating in FERPA trainings in the past?
12. Tell me about the most impactful or meaningful FERPA training you participated in?
13. From your perspective, what did opportunities were available at XXXX which influenced
how you protected student information?
14. Thinking about your response before about how you were protecting student information
during Spring 2020, what aspects of your prior FERPA trainings influenced your
practices the most?
15. During the Spring 2020 semester, did you seek out additional resources or FERPA
training to inform how you were protecting student information while teaching online?
a. If yes: What were those resources and what led to you deciding to seek that out?
b. If no: What led to your decision not to seek out additional resources or training?

16. How were you remaining informed about FERPA policy changes while teaching online
during the Spring 2020 semester?
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Thank you for letting me hear about your experiences with FERPA training during the
Spring 2020 semester. Now that we are in 2021, a year later, let’s take some time to reflect.

17-20 RQ#3
17. Now a year later, how, if at all, has the way you protect student information changed after
Spring 2020?

18. Based on your experience teaching online during Spring 2020 semester, what areas do
you feel you need further development when it comes to protecting student information?

19. What areas of support or training do you think could have enhanced how you protect
student information or your development in this area?

20. Do you have anything else you would like to share about your experiences adhering to
FERPA policies while transitioning from traditional in-person instruction to online
teaching?
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Appendix E

Theme List

Original Themes

Emerging Themes

Faculty experience

Time

Faculty knowledge

Control

Faculty engagement

Preparation

Ownership

Best Practices

Course Content

Yearning for More

Course revisions

Survival

Focus

Instinct

Development

Technology

Skills
Taking ownership
Trust
Diversity of perspectives
Institution Priorities
Perceptions about Institutional Support
Managing students
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June 25, 2021
Ms. Marian Kaplan-Iosim
Seton Hall University
Re: 2021-225
Dear Ms. Kaplan-Iosim
At its June meeting, the Research Ethics Committee of the Seton Hall University Institutional Review
Board reviewed and approved your research proposal entitled, “Faculty, FERPA, and COVID-19” as
submitted. This memo serves as official notice of the aforementioned study’s approval. Enclosed for
your records are the stamped original Consent Form for your use.
The Institutional Review Board approval of your research is valid for a one-year period from the date of
this letter. During this time, any changes to the research protocol, informed consent form or study team
must be reviewed and approved by the IRB prior to their implementation.
You will receive a communication from the Institutional Review Board at least 1 month prior to your
expiration date requesting that you submit an Annual Progress Report to keep the study active, or a Final
Review of Human Subjects Research form to close the study. In all future correspondence with the
Institutional Review Board, please reference the ID# listed above.

Thank you for your cooperation.

Office of the Institutional Review Board
Presidents Hall · 400 South Orange Avenue · South Orange, New Jersey 07079 · Tel: 973.275.4654 · Fax 973.275.2978 ·
www.shu.edu
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